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1 Introduction

1.1 Atits meeting of 8/9 October 1998, the Multidisciplinary Group agreed to the approach outlined in
doc 11629/98 CRIMORG 146 (“An Informal Working Party headed by the Presidency and formed
of interested network contact points, aided by experts, notably by EUROPOL and the General

Secretariat, will prepare at the earliest opportunity a detailed note on the Network's requirements,

the solutions offered by different data processing systems together with their possible advantages

and disadvantages, cost and the possibility of using already existing telecommunications
networks”). This approach was in accordance with 10034/1/98 CRIMORG 112 + REV 1(en),

containing the basic requirements and options for the telecom network.
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1.2

1.3

The Informal Working Party met on 19 February and 19 March 1999. At the first meeting it looked
into the questions raised by the MDG and the contact points in the Network. It agreed that there is
a need for the Network to be able to consult a number of documents and that it should have access
to updated information on items relevant to judicial co-operation and the tasks of the network.
Furthermore the Informal Working Party agreed that improvement in communication between the
contact points is necessary and that the conlact points should as soon as possible be given an E-
mail within which it is able to communicate information relating to cases. However, the system
should offer sufficient security in order to make it suitable for the exchange of confidential
information. In this light the Informal Working Party found that a pilot project including a secured E-

mail and a database containing relevant information should be launched.

During the second meeting the Informal Working Party discussed the options and examined in
detail the question of security. It agreed on the solution that is contained in this document.

At its meeting on 21-23 April 1999, the MDG examined the proposals and agreed on them.

The K.4. Committee agreed on this proposal at its meeting on 30 April 1999, subject to making an

evaluation of the pilot project 12 months after its beginning.

Coreper/Council is invited to consider this proposal and approve it in accordance with Article 10,
paragraph 1 of the Joint Action (98/428/JHA) on the creation of the European Judicial Network.

2 Requirements of the Telecom Network

2.1 In order to enable the Contact Points of the European Judicial Network to work in an effective and
efficient way, they should have a telecom system at their disposal, that meets the following
requirements;

a It should give access to open information, e.g. international instruments

b It should give access to information that the contact points of the Network consider being
confidential, e.g. the names and addresses of the contact points and the answers to the
questionnaire on special investigation techniques collected by the Belgian authonities, also
known as the ‘Fiches Belges'.

C It should supply an E-mail function in order to be able to exchange information between the
contact points. This information may relate to cases and must therefore be secured (it should
however be pointed out that today such information is transmitted freely over the telephone
and fax — this E-mail function will therefore improve security considerably in comparison with
the present situation). -
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2.2 Apart from this, the system must be user-friendly, cost-effective and must have the possibility to be
easily integrated into the existing computer infrastructure the user already may have.
Consequently, it must be accessible to the average user and that it must not require costly
investments. Besides, non-case related information should be available for those who do not wish

to participate in the network.

2.3 The network is dedicated for the exclusive use of the EJN. Therefore security is important.
Consequently the solution should ensure that only authorised users can get access to the telecom
network and that the confidential information that is sent over or available on the network is not
accessible to others.

3 Solutions

3.1 The following solutions could meet these requirements:

a Open information is presented on a website at the Council Secretanat (http://ue.eu.int/jai)

and regularly updated. Furthermore, a CD-ROM containing the same information will be
distributed to the contact-points. The Beta-version of this CD-ROM has been presented to
the participants of the MDG-meeting of March 19, 1999. The final version will follow shortly.

b On a pilot basis, a Virtual Private Network (VPN) will be created on the server of the Council
Secretariat. Access to the server is limited to the contact points of the European Judicial
Network. The contact point can get access to the server using a so called smart card (similar
to a normal credit card) and a smart card reader, issued by the Secretanat, in combination
with a PIN (Personal Identification Number) code. The underlying technology is described in
annex | of this document. In this way, only authonsed persons can access the network and
the proteclion of the information on the network is guaranteed by the encryption provided by
the smart card. In practise, this technology has proven to be safe. For example, banks use a
similar technology for their transactions. This Virtual Private Network contains to begin with

the confidential information mentioned above under 2.1 b.

C The 'Fiches Belges’ will be put on the VPN and also on a CD-ROM, which will only be
distributed to the contact points and those who have the authorisation of their government

(requests to be made via MDG delegations).
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d The Virtual Private Network will have an E-mail function, as well as other functions, e.g.
news groups and discussion groups. This provides the contact points of the EJN with a
secure and powerful possibility to exchange messages and information. These messages
will only be accessible for the sender and the receiver (and not the Network Administrator).
Ultimately, these persons can decide for themselves up to what level of confidentiality they

want to make use of the e-mail.

e The VPN also enables the Secretariat to update the contact points with the latest information
and to distribute new software on judicial co-operation in criminal matters. The Member
States, assisted by the Secretariat where requested, will be responsible for the content of the

information concerning their country.

f The E-mall function has the possibility of attaching documents or other files to messages.
Because different word processing software is used in different countries, the legibility of the
attached documents (not of the E-mail message itself) might cause technical problems.
Once the network is in operation, the Secretariat will make an inventory to see whether there
is a need to establish a ‘document conversion service' to support the contact points. An

alternative, at least in the medium or long term, could be to agree to the same sofiware.

3.2 The Council Secretariat will ensure the maintenance of the telecom network. It will keep the
information on the open and the closed website up to date with the help of the Member States and

will take care of the administration of the smart cards.

3.3 The contact points will have to take the necessary measures to prevent unauthorised persons from
getting access to the Network. Consequently, the use of the smart card and the Pin code should be
limited to the contact point. This does not exclude that Member States can opt for having issued
more smart cards per contact point ad personam. Loss of the smanrt card should be reported to the
Secretariat to enable it to withdraw the validity of the smart card and to issue a new one. New

smart cards will be issued to authorised users at regular intervals.
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3.4 The user of the Virtual Private Network will need to have a computer with Microsoft Windows (the
versions 95, 898 or NT are currently supported) installed. He or she can get connected to the
network via a stand-alone computer with a modem, which can be seen as a simple and safe
solution. A second possibility is a computer that is part of a local area network with an extra modem
installed Thirdly, the local or national network of his or her own organisation can be directly
connected to the server at the Council’s Secretanat. In the second and the third case, special
measures are available to establish a secure separation between the network of the Council and
the local network, and vice versa. The Council's Secretanat will give the necessary support if
member states choose this solution. The connection with the server on the Secretanat will be
established through dialling access to a new data net, that will have points of entrance in at least

every capital of the Member States.

3.5 Once the pilot project has been approved, the authorised user will receive:

an E-mail address on the server

a smart card with a PIN-code

a smart card reader that is connected to the COM-port on his computer

o T o

communication software that can establish the data exchange between the computer and
the server through the data net.
e Instructions for installation and use.

4 Step-by-step approach
4.1 This solution offers a step by step approach: those Member States that are ready to participate can
do so immediately. Other Member States may have access to information by means of the CD-
ROMs; however, they will not have the benefit of continually updated information.
5 Costs
5.1 The costs involve the following items:
a A smart card, the reader, the communication software and the E-mail software. These costs

are relatively small (78 Euro per unit) and could, if necessary authorisation is given, be paid

from the administrative budget of the Council Secretariat.
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b The Council Secretariat will, in co-operation with the Member States, keep the information on
the server up to date. The costs involved belong to the normal running costs of the
Secretariat, although it would require that permanent staff (together with national experts) be

assigned to deal with the network

c The user who wants to take part in the Virtual Private Network will need a computer (with
Windows 95/98/NT installed), a modem and a telephone tline, or, to have his network
connected to the server. The costs depend on the available infrastructure in the user's office
and the solution the user will choose. If the computer, which is linked to another network or
the network as such, is connected the maintenance of the local network should also focus on

mainiaining the firewall.

d The user who does not take part in the Virtual Pnvate Network will require a computer (with
Windows 95/98 installed) and a COROM drive.

6 Conclusion

6.1 If the Council approves this proposal, ithe Presidency could begin the praclical preparations
immediately with a view to the opening of the network in the autumn.
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ANNEX

Outline of the Slide Presentation about the Security through the "Virtual Private Network"

Technology

Even though the future network will be private, it still goes through switches, routers and cables
managed by the Service Provider and local Cabling Companies
The security must therefore be applied at the communication layers on top of the Internet Protocol
The new concept of security is the Virtual Private Network where the protection scheme is applied to
the logical channel rather than to the physical channel
It works on the principle of the trusted IP address
Several protection schemes will be adopted

— RSA asymmetrical key system

— Diffie-Hellman key exchange algorithm
and different standards

—  Key certificates X.509

—  Ciphering algorithms (3DES, IDEA,...)
An ad-hoc working group of the Council Secretariat (Liaisons Electroniques - Data Security Forum) is
in the process of setting up the Security Certification Profile (CS2 based) applicable to the future
private IP network.
The authentication of trusted partners goes through the RSA key-exchange scheme

~ is based on the concept of Certificate where the public key of each user is signed by the Secret

Key of the trusted Authority
—  every user knows the public key of the Trusted Authority (embedded within the Smart Card)
— the Smart Card holds the key pair of the user (Secret and Public keys)

X509 certificate and RSA

Whenever a communication session is initiated the VPN software running on the partner's workstation
sends to the correspondent partner his own certificate
+ checks the authenticity of the certificate of the other through the public key of the
Trusted Authority
« if the mutual recognition is successful a random ciphering key is chosen
« this random key is encrypted with the public key of the correspondent partner and
embedded within the certificate exchanged with the partner
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o This exchange of session keys sets up a “common session secret key”
+ Therefore all the data to be exchanged will be ciphered with the common session key
+ the IP data packet is ciphered and encapsulated in a new packet (IP tunnelling)
- allthe IP traffic is intercepted by the VPN software of the corresponding partner
+ if the To and From addresses of the packet are recognised as belonging to the
authenticated partners their content is decrypted and the data is forwarded to the

application software

o if the authentication or the deciphering fails the |P packets are dropped

o at predefined time intervals or whenever a given amount of data has been exchanged the
session key is changed

o if one of the partner is no longer responding the communication stack is haited and the
communication is dropped

® if the authentication or the deciphering fails the IP packets are dropped

The Smart Card as secure key container
o The Smart Card is one of the most secure (off-the-shelf) container because all the RSA encryption and
decryption processes are executed internally
o therefore the secret components of the keys will never leave the Smart Card itself
o The Smart Card has an additional memory storage containing also:
— the User Identification (logon name and password)
— access rights privileges
— user preferences

and other custom defined information
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