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At the forthcoming Council (JRA.) on 2 and 3 December 1999, the question of criminal law aspects 

of electronic commerce will be discussed at the request of the Swedish delegation. 
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Directive on electronic commerce - criminal law aspects 

Articles on liability in the directive 

At the end of 1998 the Commission presented a proposal for a directive on certain legal aspects of 

electronic commerce in the internal market, COM (98) 586 final 98/0325 (COD). The directive was 

to cover "information society services", targeting activities on the Internet in particular. The 

directive would be applicable to a wide range of issues relating not only to market law and contract 

law but also to criminal law. The aim of the Presidency is to reach a political agreement or a 

common position at the Internal Market Council on 7 December 1999. 

Generally speaking the directive would improve conditions for electronic commerce in the EU. At 

the same time it raises a number of criminal law issues. 

According to article 12 of the proposed directive, service providers who only transmit information 

in a communication network or provide access to a communication network shall not be liable for 

the information transmitted, on condition that. the provider does not initiate the transmission, select 

the receiver or select or modify the information. Article 13 provides for a similar non-liability for 

caching. Thus, according to these proposed articles, a service provider'S knowledge of (the illegal 

character of particular transmitted material )a particular transmission of illegal material would be of 

no relevance. This would be the case regardless of whether the provider was in fact also in a 

position to identify and stop the transmission of the illegal material. 

Further, according to article 15, Member States may not impose a general obligation on 

intermediaries to monitor the information which they transmit or store, nor a general obligation to 

actively seek facts or circumstances indicating illegal activity. In this respect, the directive would 

preclude a general obligation to monitor information even in cases where such an obligation is 

motivated by the interest to fight crime and where it would be feasible to monitor the information. 

In our view, there is an obvious risk that the proposed articles on non-liability of intermediaries will 

restrict, both unionwide and at national level, opportunities to effectively combat criminal activities, 

for example, child pornography, terrorism and agitation against a national ethnic group. In 

particular, it would prevent Member States from imposing obligations on intermediaries as tools for 

the appropriate monitoring of Internet traffic. 

13309/99 
DGH 

ChE/fb EN 
2 



Conclusions from the Tampere European Council 

At the meeting of the Tampere European Council 15-16 October 1999, the European Council 

pledged to step up the fight against serious organised and transnational crime. It was decided that an 

efficient and comprehensive approach should be adopted in the fight against all forms of crime. It 

was concluded that a balanced development of unionwide measures against crime should be 

achieved while protecting the freedom and legal rights of individuals and economic operators (para. 

40 of the Presidency Conclusions). It was also concluded that common priorities should be 

developed and identified in crime prevention in the external and internal policy of the Union and 

that these_should be taken into account when preparing new legislation (para. 41 of the Presidency 

Conclusions). The European Council considered that, with regard to national criminal law, efforts to 

agree on common definitions, incriminations and sanctions should focus in the first instance on i.a. 

high-tech crime (para. 48 of the Presidency Conclusions). 

Considerations 

Although the proposed directive will be discussed in the Internal Market Council, delegations at the 

JHA Council are invited to consider the following; 

- whether criminal law provisions on non-liability are appropriate to include in the first pillar taking 

into account the provisions of section VI of the TEU, 

- if the answer to the preceding question is affirmative, whether the proposed articles on liability 

are sufficiently bal~ced so as to ensure effective opportunities to prevent and combat criminal 

activities on the Internet, 

- whether work should be initiated immediately (possibly through a Commission study) on how to 

implement the conclusions from Tampere on proofing of legislation with a view to ensuring that it 

can not be exploited by criminals. 
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