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Introduction
At the meeting in Brussels of the Police Cooperation Working Party on 10 September 1999,
attention was drawn to the new guidelines of the Moscow police for dealing with stolen western
vehicles.
It appears from information received that when a stolen "registered" car is found in the streets of
Moscow the owner is given an entry in his Russian registration papers to the effect that the car has
been reported to Interpol and that it may not be sold to anyone else for a period of one year. If the
car has not been reclaimed/repatriated within a year the car owner will receive new registration
papers mentioning that the car is still registered with Interpol but that it can now be sold.
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The meeting was further informed that consultations were planned for the end of December 1999
between the European Union and Russia on "a Draft Action Plan on common action between the
European Union and Russia on combating organised crime (10532/99 CRIMORG 112 NIS 80)".
One of the components of this plan concerns crime against property, which includes vehicle crime.
Discussions are meanwhile also being held between the European Union and Russia in

subcommittees, while the September meeting also dealt with vehicle crime.

The Finnish Presidency requested that the Netherlands delegation draw up an initial draft discussion

note.
The note, which was drawn up in consultation with a number of national and international experts,
is enclosed. The note consists of modules and can therefore also be carried out in stages or

modules.

1.  Nature and extent

When examining vehicle crime it is noteworthy that in many cases vehicle theft is not an isolated
occurrence. Vehicles are stolen in order to be disposed of either complete or in parts, while some
are used for committing other crimes (e.g. hold-ups, transporting drugs, trafficking in human
beings, etc.). This combination and the extent of vehicle crime (according to Interpol 1,5 million
cars disappear annually involving losses amounting to 32 billion guilders) have transformed this

subject into a problem for society.

Experts are convinced that in many cases stolen western vehicles end up in Russia (or in one of the
former republics). It should be noted that there are no "hard" facts on the extent of this problem.
News reports from Moscow claim that one third of all stolen cars travelling on Moscow's roads

were registered in Europe.
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It is to be expected that the subject of vehicle crime will involve discussion of activities carried out
in organised form - stealing, cloning, falsifying, transporting and trafficking in vehicles requires
some form of organisation. It is a fact that there is always a market for stolen vehicles, whether

they be cheaper second-hand cars or more exclusive types of car.

Apart from the disappearance of "western" vehicles to Russia there is also sufficient evidence of
European cars disappearing to other parts of the world. All EU Member States are faced with this
problem, either in the context of transit traffic or border areas. The following 5 known types of

disposal can be distinguished:

. From Western Europe, in particular the EU Member States, to East European States;
. From the European Union to North Africa;

. From Europe to Central and South Africa;

. From Europe to the Middle and Far East and

o From Europe to South America.

In addition, it is known that a considerable number of vehicles are disposed of within the European

Union itself,

The proposals below for a better approach to vehicle crime involving Russia can also be used for
cooperation between EU Member States and non-EU Member States. They may, as it were, be
used as a blueprint for an improved approach to vehicle crime from the European Union to other

parts of the world (e.g. exports from France and Spain to North Africa and from the UK (as a

transit port) to Africa and the transshipment of vehicles from Dutch and Belgian ports!!).

In combating these crimes the EU Member States thus have an important task to fulfil by paying
attention to the prevention aspect when implementing these proposals. This involves in particular

preventing stolen western cars from crossing the European Union's external frontiers.
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2. Types of cooperation

In order to combat vehicle crime it is recommended that as much cooperation as possible be
established between public (criminal investigation) and private (insurance companies, i.e. risk
bearers) parties. It is a known fact that public and private parties' interests in vehicles differ, the
former being interested in tracking down the vehicle while private organisations are interested as
risk bearers. It is therefore important when organising cooperation for the purpose of combating
vehicle crime that it be clearly established that tracking down is and must remain a public activity

while reclaiming/repatriation can be settled privately.

At present it can be noted that cooperation is limited to the police services. Customs authorities and
other services — which hold relevant information — are not involved as much as they might be in the
discussion of and the approach to vehicle crime. In combating vehicle crime we cannot afford to

ignore relevant information or fail to utilise the possibilities offered by the parties involved.

Vehicles are a constant source of interest for the police services in connection with all sorts of
questions requiring a speedy answer, and with justification. In order to avoid having to answer the
same questions in different places in a Member State, the following question can be asked: "Is it not
desirable that an "inter"national central desk be established in each of the Member States to which
foreign police and registration authorities could turn for necessary operational information and for
bringing results to the attention of the police?" However, such a central desk should be able to
make optimum use of current "modern" communications technology and have on-line access to data

of "relevance" in combating vehicle crime.
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Ideally, cooperation between public and private interested parties should be organised in such a way
— within the possibilities of national law and regulations — that assessment of operational
information (e.g. reporting from abroad) in the public sector, i.e. the central desk, is immediately
followed by the provision of only that information (vehicle found and whereabouts) that is of
importance for initiating the reclaiming process for private interested parties. For example, where a
car "stolen in the west" is found in Moscow, this is reported — subject to conditions regarding speed
of notification to be defined (although within a period of a few days) — to the "inter"national central
desk in the Member State (in the Netherlands, for instance, the CRI/NCIS division). This message
is passed on directly to the criminal investigation service (regional police service) which reported
the occurrence and also to the private central desk (in the Netherlands the VAR=Missing Vehicles
Register). The latter expressly repeats it only insofar as it concerns residence information and the
contact person for the "inter"national central desk. Where no investigation follows the vehicle is
released for reclaiming/repatriation and the private parties can get down to business. For this reason
it is important that the police — both within the country and abroad - should be familiar with these

private central desks.

It is also important that if the private parties forgo repatriation of the vehicle this should be notified

to the authorities in the Member State in question, so that the vehicle can be registered there.

3. Optimum use of existing information systems + export and import checks

The Schengen Information System has proved to be a well-functioning system for the participating
partners. However, in the view of the experts the area it covers is too restricted. It is important that
the Member States that are members of Interpol should make optimum use of Interpol's Automated

Search Facility (ASF) (the Netherlands is aiming to join ASF at the beginning of the year 2000).
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Otherwise, the experts feel that more attention should be given to standardisation of procedures

(inter alia as regards the length of time for which data are kept).

Besides making optimum use of existing information systems, vehicle crime can be combated even
more effectively by adopting the following approach to re-registration upon import or export of

vehicles:

Rule 1  Applicants for registration must be required to submit the vehicle's original papers from

the country of origin

Thus, anyone applying for registration would need to submit the official documents issued for the
vehicle in the country of origin or other documents officially issued in lieu of them. If this
requirement cannot be met, the procedure is stopped and registration denied. Any documents that
are submitted are kept and, where appropriate, returned to the registration authority that issued

them.

Rule 2 Contact the registration authority in the country of origin to check the vehicle's data

and documents

If the procedure under Rule 1 has been completed successfully, the country of origin can be
contacted in order to check the data against the vehicle registration records. If there are any
anomalies or peculiarities which preclude registration in the country where the application is being
made (e.g. vehicle stolen, scrapped, etc.), the procedure is stopped. Depending on the nature of the
information obtained, the police could be involved by a procedure to be determined (EUCARIS

could be used for checking data).
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Rule 3 Carry out an identity check on the vehicle's VIN

This would involve an additional "physical" check for evidence of tampering with the VIN of the
vehicle submitted for registration. The reason is that in practice stolen vehicles being disposed of in
their entirety are usually given the identity of another ("legitimate") vehicle; this is frequently done
by substituting the VIN of the damaged car, and this leaves some telltale marks in or around the
VIN.

4. Training and documentation

Further to a previous point suggesting the possibility of setting up an "inter"national central desk, it
is also necessary to consider the level of expertise required of the experts who would man such a
desk. For both these experts and their vehicle-recognition colleagues, a "European" training
programme should be developed in combination with a database accessible to it. The AEPC could

play a supporting role here. Consideration could also be given to a European exchange programme.

The experts further feel that attention should increasingly focus on vehicle documents in particular,
because it is documents that are used to make stolen vehicles look authentic. Data on vehicle
documents also provide eminently suitable material for the compilation of a "European" database

for general use and accessible from mobile terminals.
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5.  Cooperation with the Public Prosecutor's Office

The information received shows there to be no mutual-assistance agreement between the EU
Member States (either individually or collectively) and Russia which could help improve
cooperation with Russia on, inter alia, offences of the kind considered here. Russia has signed the

European Mutual Assistance Convention but, as far as is known, has not yet ratified it.

6.  Organisation of international pilot projects

Schengen States have gained good experience with a number of international cooperation projects.
However, the working method proposed here is not just about cooperation between police
departments. The proposal is to organise a pilot project concentrating on cooperation between
police, justice, customs and private parties. What matters is whether the improved cooperation

between public and private bodies suggested in this note actually works.

Recommendations:

The following approach is proposed:

1.  organise an experts' meeting within the European Union, with input from this note, and
request EUROPOL to draft for that meeting a summary paper concerning the nature and
extent of the problem,;

2. propose in the EU-Russia dialogue that a task force be set up to consider:

(a) the nature and extent of vehicle crime involving Russia,
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(b) measures to prevent the physical import of vehicles into Russia;
(c) measures to prevent improper registration in Russia of vehicles stolen in the West;
(d) measures to improve exchange of information and expertise;
() measures to improve procedures for reclaiming and repatriating vehicles.
12715/99 ert/AM/cml EN
DGHII 9




