
) 

/ 

NOTE 
from: 
to: 

COUNCIL OF 
THE EUROPEAN UNION 

Brussels, 20 November 2000 

10968/2/00 
REV 2 

LIMITE 

JAI82 

Working Party on lnformation Systems and Data Protection 
Article 36 Committee 

Nos prevo docs: 5552/00 JAIlO, 10612/00 JAI81, 10968/1/00 JAr 82 REV 1 

Subject: Draft Resolution on the personal data protection rules in instruments under the 
third pillar of the European Union 

Delegations will find attached a draft Resolution on the above subject revised on the basis of the 

comments of delegations made during the 16 November 2000 meeting of the Working Party on 

Information Systems and Data Protection. 

The Article 36 Committee is requested to discuss the outstanding reservations indicated in the 

footnotes . 
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NB Please note that a number of Articles in the draft Resolution reflect provisions contained in 

the Data Protection Directive 95/46/EC of 24 October 1995 (OJ L 281 of 23/111 1995, p. 31). 

These Articles shall in the final jurist-linguist text of the Resolution be translated taking into 

account the relevant provisions in the Directive. 1 

The following Articles in the draft Resolution reflect provisions contained in the Data 
Protection Directive 
Article in the Resolution: 
Article 4 
Article 5 
Article 6 
Article 8 
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Article in the Directive: 
Article 6( 1 )(b) 
Article 6(1)( c) 
Article 6(l)(d) 
Article 6(l)(e) 
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ANNEX 

DRAFT RESOLUTION I 

on the principles of personal data protection in the field of judicial cooperation 

in criminal matters as well as police and customs cooperation 

The Council of the European Union, 

Whereas: 

1. The right to privacy, including the protection of personal data is a fundamental right of natural 

persons. 

2. Directive 95/46/EC of24 October 1995 setting rules for the protection of personal data within 

the Union does not apply to the processing of personal data in the course of an activity which falls 

outside the scope of Community law. 

3. A comprehensive document is opportune in order to define the fundamental rules for data 

protection in the field of police, judicial and customs cooperation, not covered by Directive 

95/46/EC. 

4. Instruments adopted under the third pillar, in particular the Europol Convention, the Schengen 

Convention, the Convention on the use of information technology for customs purposes and the 

Convention on Mutual Assistance In Criminal Matters, contain provisions on the protection of 

personal data. 

5. Member States have ratified Council of Europe Convention No 108 and the Community is 

preparing to accede to this Convention 

Parliamentary scrutiny reservations of the Danish and United Kingdom delegations. 
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6. Reconunendation R 87 (15) of the Conunittee of Ministers of the Council of Europe constitutes 

a reference document for data protection in the police sector. 

7. There is a need to preserve the effectiveness of cooperative mechanisms in judicial, police and 

customs matters, which prevent and prosecute offences. 

8. Cooperation between the data protection supervisory authorities of the European Union and 

national data protection authorities is important. 

Hereby adopts the following Resolution: 

The Gennan and Spanish delegations requested to maintain a paragraph in the preamble 
reflecting the need to detennine the scope and to motivate possible exceptions of the 
principles contained in the draft Resolution. 
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Title I: General provisions 

Article I ! 

(Union instruments to which the Resolution applies) 

The provisions set out below apply to all instruments adopted by the European Union on the basis 

of Article 34(2)(b),(c) and (d) of Title VI of the Treaty on European Union, concerning police, 

judicial and customs cooperation, which provide for the processing, even if this is limited to the 

communication, of personal data, and which are adopted by the Council after the pUblication of this 

Resolution in the Official Journal of the European Communities. 

Article 2 

(Principles to be taken into account and their scope of application) 

Every instrument referred to in Article 1 should specify which of the principles set out in Title II of 

this Resolution are be implemented in that instrument and their scope of application as referred to in 

Article 3. When implementing the principles in instruments referred to in Article 1, exceptions or 

amendments to be applied to those principles, taking account of the subject-matter or specific 

character of the instrument in question, may be laid down. 2 

2 

Shortly before adopting the Resolution, a list will be drawn up containing texts politically 
agreed to by Council bodies at the time of the foreseen adoption of the Resolution. On that 
basis the Council could, when adopting the Resolution, adopt a declaration excluding the 
reopening of negotiations of the aforementioned instruments agreed to by Council bodies in 
the light of the adoption of the Resolution. 
Scrutiny reservation by the German delegation concerning the relation of the present text with 
the relevant provisions of Council of Europe Convention No 108. 
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Title ll: Principles 

Article 3 

(Application of the principles) 

In accordance with Article 2, the provisions set out below apply to the processing of personal data 

by wholly or partly automated means and to the processing by non-automated means of personal 

data as far as the personal data forms part or is intended to form part of a filing system. I. 

Article 4 

(End-purpose principle) 

1. Personal data are to be collected for specified, explicit and legitimate purposes. 

2. Personal data should not be further processed in a way incompatible with the purpose for which 

they were originally collected. 

Article 5 

(Principle of proportionality) 

It should be specified that the processed personal data must be adequate, relevant and not excessive 

in relation to the purpose for which they are collected and for which they are being further 

processed. 

The German, Portuguese, Italian and Spanish delegations supported to retain the words IJl>r 
dossierOat the end of Article 3. 
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Article 6 

(Principle of data quality) 

Personal data should be accurate and, to the extent possible and necessary, kept up to date; every 

reasonable step must be taken to ensure that data which are inaccurate or incomplete, having regard 

to the purposes for which they were collected or for which they were further processed, are erased 

or rectified. 

Article 7 

(Principle of regulating the processing of sensitive data) 

The appropriate guarantees should be laid down under which it is authorised to process personal 

data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs or trade 

union membership, and the processing of personal data concerning health or sex life. I 

Article 8 

(Principle of the specification of the length of storage) 

It should be laid down that personal data should be kept in a fonn which pennits identification of 

data subjects no for longer than is necessary for the purposes for which the personal data were 

collected or for which they were further processed. The length of time for which data may be stored 

should, where possible, be specified especially when sensitive data are involved. 

Scrutiny reservation by the Danish delegation that proposes generally to prohibit the 
processing of sensitive data, subject to certain exceptions. 
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Article 9 

(Principle of the confidentiality of processing) 

The controller, the processor and any person acting under the authority of either should not disclose 

to third parties any personal data to which they have access by virtue of their functions, unless 

authorised or required to do otherwise by law. 1 

Article 10 

(Principle of securi ty guarantees) 

Appropriate technical and organisational measures should be implemented to prevent accidental or 

unlawful destruction, accidental loss, unauthorised disclosure, alteration or access of personal data; 

they must be of a level appropriate to the risks represented by the processing. 

Article 11 2 

(Principle of the right to information) 

1. Data subjects should be infonned of the fact that personal data concerning them is being 

processed, which category of personal data is being processed and for which purposes that personal 

data is collected or further processed, unless the provision of that information is impossible or 

involves a disproportionate effort compared to the interests involved. 

2. The moment in time in which the information referred to in paragraph 1 is provided should not 

pre-empt the legitimate objective for which the personal data were gathered or subsequently 

processed. 

2 

Scrutiny reservation by the Danish and Swedish delegations. To their opinion the obligation 
not to disclose information is at present too limited because it only refers to third parties. 
Scrutiny reservation by the Danish delegation. 
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Article 12 

(Principle of the right of access and rectification) 

1. All data subjects should have the right of access to their personal data and to have 

communicated to them in an intelligible form, without constraint, at reasonable intervals and 

without excessive delay or expense, data concerning them and to obtain, as appropriate, the 

rectification or erasure of incomplete or inaccurate personal data and the erasure of personal data 

which have been processed unlawfully. I 

2. Access may be direct or through a competent body. 

Article 13 

(Principle of liability) 

The processing of personal data should be carried out by or on behalf of a controller who is 

responsible for ensuring that the principles set out in the instrument in question are observed. 

Article 14 

(Principle of the right to compensation for any damage suffered) 

A right to compensation for any damage suffered by a data subject because of unlawful processing 

of personal data concerning him should be provided. 

Reservation by the United Kingdom delegation: rectification should also be a possibility in 
case of unlawfully processed personal clata. 
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Article 15 

(Data protection authorities) 

Without prejudice to the relevant competencies of national judicial authorities, 

a) observance of the principles of personal data protection is to be monitored and enforced by 

one or more independent public supervisory I authorities of the Member States or common 

to the Member States vested in particular with powers of investigation and intervention 

allowing it in particular to instigate, where necessary, the rectification or erasure of 

incomplete or inaccurate data or the erasure of unlawfully processed data, and 

b) it should be stated which independent authority - national or common to the Member States 

- is competent to decide on claims made by those who have suffered damage connected 

with a violation of the rules of protection of personal data concerning them. 

Done at Brussels, 

For the Council 

The President 

Reservation by the Italian delegation, proposing to delete the word [SupervisoryD 
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