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NOTE

from: the Portuguese Presidency

Subject : System for the exchange of information collection on the INTERNET

1. Introduction

The growing technologic development in the field of communication, namely through the
INTERNET, enabled the various agents with a greater capability of access and use of it.

The fact that the acquisition of technology requires a relatively low investment, allied to the
potential in the dissemination of information and the wide scope of application in the field of
interchange of information has sprung a community specially devoted to its undue exploitation and
improper use.

Such type of activity permits to those groups, who practice several unlawful acts, namely terrorism,
cult related, neo-nazism, cyberterrorism, racism, etc., the dissemination and propagandisation of
their ideals‘. Further, the ease and celerity in the establishment of contacts allows for the
internationalisation of such phenomena and, simultaneously, permits a greater adhesion and

recruitment for their cause.
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Having in mind the creation of a common methodology in the gathering of terrorism related
information, it is proposed the adoption of a System of Interchange of Open Information
Collected on the INTERNET, with the ultimate purpose of making available better information, as

well as in increasing the efficacy in the use of its resources.

2. Proposed system

The present proposal consists in the setting up a System of Interchange of Open Information
Collected in the INTERNET, capable of affording to all members an effective tool in the detection
of information, this in the context of the fight against terrorism. In turn this is based in three distinct
notions: the creation of a common lexicon of keywords; the determination of existing browsers; and

the exchange on-line of all these information.

3. Components of the System

3.1 Common lexicon

The creation of a common lexicon made up of a set of keywords in different European languages,
as well as specific terms of some sub-groups or subcultures, such as for instance the use of the letter
z in the end of words by the hacker community (passwordz, gamez, crackz, softwarez). The
ignorance of such mechanisms makes it an extremely hard task the achievement of good results in

the research.

3.2 Available Browsers

Given the INTERNET inherently dynamic quality new mechanisms are devised regularly in order
to turn easier the use of available resources. One such mechanisms is naturally the browser, which
in turn, and due to its increasing use has led to its commercial exploitation in the marketing of some
products. Hence, new browsers are to be found worldwide allowing for more diversified and all-

embracing results.
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3.3 E-mail addresses

The creation of e-mail addresses, yet to be defined in each single country, would allow for the
exchange on-line, and in an organised fashion, of links related with terrorism. Registration is
simple, each member would inform its partners of the e-mail address it desires to make available. In
relation to the safety of the exchanges, it would be implemented an asymmetric cryptic system by

resorting to the PGP (Encrypt System with public and private passwords).

4. Structure of the system

The system is characterised by supplying to the user a lexicon of pre-defined terms, considered to
be pertinent, to be used as keywords in research in the fields of terrorism and by a set of browsers
on which research is based upon. The Internet services currently in use are the world wide web and

news groups.
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After research results are analysed and sent to one of the mail lists, in accordance with a pre-
analysis of its contents. Such procedure may be concomitant to the return of the query. As a final
product, a periodic report on the facts detected, which have been recorded within their borders, will

be developed by each country.

S. Advantages of the system

The implementation of this system would, at the computer level, be translated into a wider cover of
the means available for the treatment of information. At the institutional level it should be
highlighted the creation of a co-operation channel, enabling the exchange of experiences and the

creation of common methodologies in approaching similar problems.
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