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data protection
Legislation, policies, practices and processes for protecting 
personal data from unauthorised collection, use, access or 
disclosure.

data protection authority
A national public authority responsible for monitoring the 
application of data protection law. At EU level, the equivalent is 
the European Data Protection Supervisor. Also referred to as a 
supervisory authority.

data protection impact assessment (DPIA)
A process designed to help individuals and organisations comply 
with data protection law by analysing, identifying and minimising 
the data protection risks of a project or plan.

data subject
An identified or identifiable natural person about whom personal 
data is processed.

Entry/Exit System (EES)
A large-scale EU database designed to record the times and 
locations at which non-EU citizens enter or exit the Schengen 
area, by collecting and checking biometric and biographic data.

EU agencies
Bodies set up by the EU to carry out particular tasks or functions. 
In this handbook, it refers to agencies operating in the field of 
justice and home affairs, in particular the European Border and 
Coast Guard Agency (Frontex), the European Agency for Law 
Enforcement Cooperation (Europol), and the European Asylum 
Agency (EUAA). 

Glossary
access to documents
The principle of access to documents is a fundamental right, set out 
in article 42 of the EU Charter of Fundamental Rights. Regulation 
(EU) 1049/2001 governs the ways people and entities (often, but not 
always, EU citizens or EU-registered) can request access to documents 
held by EU institutions, agencies and bodies.

algorithm
A process designed to solve a specific problem, whether qualitative, 
quantitative, or a mixture of the two. In common use it refers to 
programming instructions for computer software. Algorithms can 
be used to score people’s credit worthiness, whether they should be 
granted a visa, and countless other things.

biometric data
Data created from biometrics. Biometrics are measurements and 
calculations related to human characteristics and features. Images of 
fingerprints, photographs, voice recordings, and even recordings of a 
person’s gait may be considered biometric data, amongst other things.

Common Identity Repository (CIR)
A large-scale EU database for storing identity data (biographic and 
biometric details) on non-EU citizens.

Convention 108
The 1981 Council of Europe Convention for the Protection of 
Individuals with regard to Automatic Processing of Personal Data.
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General Data Protection Regulation (GDPR)
An EU law passed in 2016 on the protection of personal data. It is the 
default law to be applied in the migration and asylum context.

Interoperability
The ability of different electronic information systems and databases 
to ‘talk’ to one another.

Law Enforcement Directive (LED)
An EU law passed in 2016 on the protection of personal data in 
national law enforcement contexts.

personal data
Information relating to an identified or identifiable natural person.

processing of personal data
Any operation or set of operations performed on personal data, 
whether or not by automated means. It encompasses collection, 
recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, restriction, 
erasure or destruction.

Regulation on data protection in EU institutions, 
agencies and bodies
An EU law passed in 2018 on the protection of personal data in EU 
institutions, agencies and bodies.

Schengen Information System (SIS)
A large-scale EU database that enables the sharing of personal and 
other data between national and EU authorities for the purposes of law 
enforcement, criminal justice, immigration enforcement and border 
control.

Eurodac
A large-scale EU database used for storing and comparing fingerprints, 
photos and other data on asylum seekers and irregular migrants in the 
EU and some associated countries.

European Criminal Records Information System for 
Third Country Nationals (ECRIS-TCN)
A large-scale EU database for member state authorities to check 
whether a non-EU citizen has a criminal record in another member 
state.

European Data Protection Board (EDPB)
The advisory body that brings together the national data protection 
authority of each EU member state.

European Data Protection Supervisor (EDPS)
The EU body responsible for monitoring the application of data 
protection law by EU institutions, agencies and bodies. At national 
level, the equivalent is the data protection authority. Also referred to 
as a supervisory authority.

European Travel Information and Authorisation 
System (ETIAS)
A large-scale EU database for storing applications from non-EU 
citizens for travel authorisations, which give permission to travel to the 
EU. An automated profiling system is used to assess all applications.

freedom of information
The right of individuals to access information held by public 
authorities. EU member state governments tend to have freedom of 
information laws; the equivalent in the EU is access to documents 
legislation.
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Introduction
The EU’s immigration and asylum system is governed by a 
complex set of rules. As well as being regularly amended 
by legislators, those rules are also subject to frequent 
interpretation (and re-interpretation) by the courts.

The increasing use of digital technologies and databases 
for the enforcement of immigration and asylum law adds 
a further twist to this complicated scenario. Personal 
data gathered, stored and processed by the authorities 
may be crucial in the assessment of an individual’s claim 
for international protection, for a visa, or to contest 
deportation.

Understanding these systems and technologies, and the 
laws that govern them, is therefore increasingly important 
for immigration and asylum practitioners. Such an 
understanding needs to be underpinned by knowledge 
of privacy and data protection rights, and the policies, 
legislation, practice and jurisprudence that shape them. 
This handbook is designed to offer the foundation of that 
understanding.

Section 1 provides the context for the growing 
deployment of digital technologies as part of EU 
immigration and policy. Borders and the people who 
cross them are often treated as testing grounds for new 
technologies, the development of which is increasingly 
outsourced to private companies by public authorities. An 
overview of some key technologies used at both EU and 
national level is offered.

Section 2 gives in-depth but accessible explanations of 
key privacy and data protection principles, terms and 

sensitive data/special categories of personal data
Categories of personal data which merit higher protection due to their 
sensitivity and potential to cause harm, such as political opinions or 
health data.

supervisory authority
A data protection authority.

Visa Information System (VIS)
A large-scale EU database used to store information on applicants for 
visas to the Schengen area. An automated profiling system to assess 
all applications is being introduced.
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1. The ‘datafication’ 
of immigration and 
asylum

concepts. It provides an overview of the six data protection 
principles, explains relevant EU data protection legislation, 
and looks at how courts have interpreted questions related 
to privacy and data protection, including in the context of 
immigration and asylum cases.

Section 3 examines how data protection law can be used 
to seek redress for individuals. It explains the different 
components of an individual’s right to access their own 
personal data, and to have it rectified or deleted if needs be. 
It then explains how to exercise the right of access, and the 
different bodies from whom redress can be sought.

Given the dire situation for many people in the immigration 
and asylum system(s) in the EU, the issue of data protection 
may seem relatively minor. However, infringements of 
privacy and data protection rights can underpin other rights 
violations. Think, for example, of a deportation based on 
mistaken identity, refusal of a visa due to an algorithmic 
assessment, or continued harassment from the police due 
to being mislabelled a danger to national security.

The avenues for redress offered by data protection law can 
offer ways to help seek justice in these and many other 
situations. As increasing amounts of personal data are 
gathered from people crossing borders, understanding 
data protection law and its uses will only become more 
important. We hope this guide is useful for people seeking 
justice in the EU’s immigration and asylum system, and 
for the lawyers, case workers, volunteers and others who 
support them.

Whether people arrive in Europe in a ‘regular’ or ‘irregular’ manner, 
their journeys - and their experiences upon arrival - will be mediated by 
digital technologies that are used to store and process their personal 
data.

The use of personal data in the EU’s border, immigration and asylum 
regimes has intensified over the last decade. Understanding this 
‘dataficiation’ makes clear why data protection law is a crucial tool for 
immigration and asylum practitioners.

This section examines the context and background of the situation, 
before looking at the personal data and digital technologies that can be 
used in immigration and asylum proceedings.
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It’s no surprise that biometrics are becoming the centrepiece 
of states’ expanding technological surveillance systems and, 
it’s even less surprising, that they’re a part of migration control 
policies. The very origin of biometric surveillance stems from 
colonial practices of dominating and discriminating against 
certain groups of people.6

Once a technology has proven its worth for identifying, tracking or 
monitoring non-citizens, it may be applied to citizens as well. In 2003, 
EU states began systematically fingerprinting asylum-seekers. A year 
later, a new law was introduced that made it mandatory to include 
fingerprints in almost all EU citizens’ passports.7 In 2019, the same 
requirement was introduced for national identity cards, hot on the 
heels of laws setting up huge new biometric databases targeting non-
citizens.8

1.1.2. Private interests

Since at least 2008, EU states have introduced severe austerity 
measures, cutting funding for a vast array of public services. As 
part of the same policy programme, private actors have been given 
responsibilities previously held by public institutions. This has 
undermined social services and has been used by politicians and 
media outlets to exacerbate tensions over certain categories of people 
– often, non-citizens – receiving state support.

The immigration and asylum sectors are no exception, though the 
degree to which privatisation and outsourcing has taken place differs 
from state to state.9 The increasing demand for digital ‘solutions’ 
to policy questions has also facilitated a growing role for the private 
sector.

In the EU this can be seen prominently in the huge contracts awarded 
for border surveillance, database construction and management, 
or the construction and operation of camps and detention centres. 
Generous EU budgets have supported these developments.10

1.1. Context and background
Digital technologies used to process personal data have become 
increasingly central to the EU’s immigration, asylum and border policies 
since the 1990s. This trend will continue in the years to come, as more 
information is digitised and new ways of processing and sharing it are 
introduced.

These trends have been shaped by a number of themes, three of which 
will be briefly examined below: the use of ‘experimental’ technologies 
on non-citizens, the role of the private sector, and the growing powers 
of EU agencies.

1.1.1. Experimental technologies

In a 2020 report, researcher Petra Molnar argued that:

Certain places serve as testing grounds for new technologies, 
and these places are usually where regulation is limited 
and where an ‘anything goes’ frontier attitude informs the 
development and deployment of surveillance at the expense of 
humanity.1

Her research shows that European borders are one of those places. 
However, the idea that invasive experiments can be tested on 
vulnerable people is certainly not unique to Europe. 

Antony Loewenstein has analysed how Israel uses military-grade 
surveillance technologies in the occupied Palestinian territory, before 
advertising those technologies as “battle-tested” at arms fairs around 
the world.2 European states have proven loyal customers, paying 
those companies to help them fortify borders,3 spy on migrant rights 
defenders4 and conduct drone surveillance of the Mediterranean.5

The unpleasant origins of many modern-day surveillance technologies 
can be traced even further back in time. Chloé Berthélémy and 
Laurence Meyer note:
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particularly the case in the fields of immigration and asylum: the roles, 
budgets and staffing of Frontex, the EU Asylum Agency and Europol 
have been substantially increased by legislators.17

The mandates of these agencies were initially focused on 
“information exchange, training and risk analysis,” notes Tsourdi. 
Extensions to those mandates have added new roles including joint 
policy implementation, “operational support and administrative 
cooperation,” as well as “functions which have the potential of 
steering policy implementation.”18 Democratic scrutiny and control of 
their operations, however, remains limited.

Agencies’ tasks include the gathering and exchange of personal data. 
Frontex officials, for example, carry out “debriefing” interviews with 
people who have just crossed borders. The aim is to gather information 
on potential smuggling routes, which is shared with Europol, the 
EU’s policing agency. The practice was condemned as illegal by 
the European Data Protection Supervisor (the EU’s data protection 
authority), though it continues in a more limited fashion.19 

European agencies also have a role guiding research into, and 
developing, new technologies.20 Given the findings of the European 
Data Protection Supervisor (EDPS), it would be reasonable to wonder 
whether algorithms have been trained and tested on unlawfully 
processed personal data.21 

A culture of secrecy is one obstacle to detailed knowledge about the 
growing roles of these agencies. For example, three investigative 
journalists have denounced the fact that “Europol routinely obstructs 
access to key documents through procedural delays, heavy redactions, 
or blanket rejections on “public security” grounds.”22 Frontex has 
sought thousands of euros in legal costs from people taking it to 
court in transparency cases, ignoring a longstanding practice of EU 
institutions not to do so.23

1.1.4. How technology ‘works’

This official opacity cannot always be maintained when those 
technologies are deployed. Some are clearly, deliberately visible. 

Private actors have a vested financial interest in the continuation or 
introduction of policies that will increase their profits. Their growing 
role in immigration and asylum policy implementation also has other 
effects – for example, regarding transparency. 

Right to information legislation grants people the right to ask public 
bodies for information they hold or should hold. EU institutions, 
agencies and bodies are bound by a 2001 law on access to 
documents.11 Many EU member states have freedom of information 
laws covering public sector institutions.12

Private actors, on the contrary, are not bound by any such principles. 
Information on the role of private actors might be accessible through 
requests to public authorities for information on contracts, or on 
communications between public authorities and private companies. 
However, transparency laws usually contain exceptions that make such 
information difficult to access.

The Border Violence Monitoring Network has condemned the fact that 
their requests on border surveillance technologies and projects “were 
often rejected on the grounds of security or commercial interest, 
despite [the technologies and projects] being publicly funded.”13 This 
means it is often impossible to obtain information on a technology’s 
invasiveness or effectiveness. 

Patrick Breyer, a former MEP, knows this all too well. He was denied 
access to documents produced by a highly-controversial project 
that aimed to develop an automated lie detector for use at border 
crossings.14 He took the case all the way to the Court of Justice of 
the EU. Judges ultimately ruled that the commercial interests of the 
consortium participants, including private companies and public 
academic institutions, prevailed over the need for transparency, 
despite ethical concerns over the development of the technology.15

1.1.3. EU agencies

The academic Lilian Tsourdi argues that, since 2019, EU agencies 
have been at “the forefront of [EU] policy implementation.”16 This is 
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1.2. Digital technologies in immigration and 
asylum proceedings
Within the context outlined above, a diverse array of digital 
technologies are being developed, tested and used. The academic 
Derya Özkul has undertaken an encyclopaedic mapping of 
technologies deployed for immigration and asylum policies in the 
EU.28 She looks at those technologies geographically:

	— those used prior to arrival;

	— those used at the border; and

	— those used within EU territory.

This section draws on Özkul’s work to examine technologies that can 
have a direct impact on individual cases and decisions in asylum and 
immigration proceedings. It does not examine, for example, border 
surveillance systems such as drones.

The technologies below can be considered as dealing with either 
the identification of individuals, monitoring their location, and/or 
supporting the assessment of their case.

1.2.1. Algorithmic video surveillance

Purpose: monitoring

La Quadrature du Net, a French civil society organization researching 
the impact of digital technologies on fundamental rights, has 
documented the development and increased reliance of public 
authorities on algorithmic video surveillance. They define the practice 
as: 

A software used by the police that analyzes images from video 
surveillance cameras. This software is designed to detect, 
identify, or classify specific behaviors, situations, objects, or 
people. 29

Think, for example, of border fences topped with razor wire and 
punctuated by surveillance cameras, or armed border guards carrying 
tablet computers.

These offer “a visual demonstration of commitment to EU border 
security,”24 a function that may be more important than their role 
in preventing irregular migration. As EU agencies themselves have 
remarked, demand for migrant smuggling services is driven by 
people’s “need to bypass reinforced borders several times.”25 It is 
governments, states and corporations that are ‘reinforcing’ those 
borders, whilst claiming to crack down on migrant smuggling.

The visibility of certain technologies also makes it possible to name 
things as they are. As one person living in the ‘Closed Controlled 
Access Centre’ on the Greek island of Samos said when asked about 
the camp’s surveillance cameras: “I don’t believe this is a refugee 
camp… this is not a camp. This is prison… How come in a camp there 
are so many cameras?”26

Technologies deployed to enforce immigration and asylum policy 
therefore, do not necessarily need to ‘work’ as advertised. In some 
cases, the fact that they are visible and contribute to a hostile 
environment towards people on the move is enough. This argument 
has also been made with regard to state databases, by the academic 
Elisabeth Badenhoop:

…the primary function of migration databases seems to be 
a symbolic one, that is (re)producing the image, belief, and 
authority of the modern state as capable of exercising migration 
control, both to an internal and external audience.27

Whether or not the digital technologies deployed to enforce asylum 
and immigration policies can ever provide the control states are 
seeking, they have real effects on the people subjected to those 
policies. Examining some of those technologies in more detail makes 
clear how.



18 19

Those tools will be hosted by Frontex as part of the European 
Travel Information and Authorisation System (ETIAS) and the Visa 
Information System (VIS).

Algorithmic assessment tools have themselves been assessed by the 
Court of Justice of the EU. The court imposed some limits on their use, 
in a judgement concerning the EU’s Passenger Name Record (PNR) 
Directive.35 The law requires that airline companies provide to police 
forces data on air passengers travelling into the EU, for the purpose of 
seeking out criminals. Algorithmic tools are used for this purpose.

The CJEU has firmly prohibited “self-learning systems (‘machine 
learning’), capable of modifying without human intervention or review 
the assessment process,” especially if deployed to decide who is a 
risk and how this should be weighted with other concerns, such as 
individual rights.36 In the visa and travel authorisation context, the final 
decision on a refusal has to be made by a human. However, it remains 
to be seen to what extent officials will deviate from the assessments 
produced by computers.

1.2.3. Biometric data

Purpose: identification

Biometric data is defined as: 

Personal data resulting from specific technical processing 
relating to the physical, physiological or behavioural 
characteristics of a natural person, which allow or confirm 
the unique identification of that natural person, such as facial 
images or dactyloscopic [fingerprint] data.37

Biometric data has become key to modern identification systems, 
even creeping into consumer devices. Think, for example, of unlocking 
a smartphone using your face or fingerprint.

In the immigration context, the first large-scale EU tool to make use 
of biometric data was the Schengen Information System (SIS). It 

The deployment of algorithmic video surveillance has been justified 
on the basis of the exceptional security risk presented by mass events. 
In 2023, in the name of preventing terrorism, the French government 
introduced emergency legislation to authorise the use of algorithmic 
video surveillance during the 2024 Olympic games.

The move was denounced by legal scholars and La Quadrature du 
Net as a power grab to normalise society-wide state algorithmic 
surveillance.30 A year after the event, despite no further proof of 
its usefulness, the French government decided to continue the 
experiment.31 

These technologies are being used across Europe. In the Samos 
detention camp in Greece, the organisations I Have Rights and Homo 
Digitalis reported that the Greek state has set up an algorithm-
assisted surveillance camera network that supposedly identifies in real 
time when a person’s behaviour is dangerous.32 Every person working 
or living in the camp is monitored by video surveillance.

The system has been successfully challenged before the Greek data 
protection authority, and is analysed in more detail in section 2. But, so 
far, the cameras have not been shut down. Far from it – more appear to 
have been deployed, at Greece’s borders with Turkey and Bulgaria.33

1.2.2. Automated visa and travel authorisation assessments

Purpose: assessment

As of 2026, every non-citizen travelling into the Schengen area will 
require some form of permission to travel – either a visa or a travel 
authorisation. Like visa applicants, travel authorisation applicants 
will have to answer a series of questions about their employment, 
education, and so on – invasive, though certainly less so than applying 
for a visa. Travel companies (for example, airlines or coach companies) 
will be required to check a person’s permission to travel.34

Permission (or denial) will be granted by EU and member state 
authorities, aided by algorithmic profiling and assessment tools. 
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data will be registered in the system. Rather than solely enforcing 
the Dublin system, Eurodac will now also be used for registering 
undocumented migrants, with a view to aiding their deportation.46

Biometrics are central to the majority of the EU’s large-scale 
information systems, as detailed in Box 1. While these immense 
databases were originally designed as separate systems, operating 
as ‘silos’, the data they hold is now being interconnected. The aim is 
to facilitate the identification of individuals, and to make new uses of 
the personal data that was previously stored separately, for discrete 
purposes.

was set up as a “compensatory” measure for the opening of internal 
borders within the Schengen area. Governments agreed that freedom 
of movement within the area required stronger control over external 
borders, and the identification of undesirable people within the 
territory. 

Every Schengen member state can create ‘alerts’ in the SIS on 
individuals who should be questioned, arrested or refused entry. Alerts 
can also be created on objects, for example stolen vehicles or missing 
identity documents. Officials such as border guards and police officers 
can then search the database for those alerts.

Alerts on persons to be refused entry to the Schengen area (a category 
originally named “unwanted aliens”38) have consistently been the 
most numerous type of alerts on persons.39 They can include a wide 
variety of data, including fingerprints and, following the most recent 
reform, photographs. DNA and palm prints can also be included in 
certain cases.40

In the asylum context, the first large-scale biometric system in 
the EU was Eurodac,41 which was set up to help enforce the Dublin 
agreement. The Dublin Agreement introduced the ‘first country’ rule 
into EU asylum law. Asylum-seekers’ fingerprints are collected and 
stored in a centralised database, accessible to all asylum authorities 
in Europe. If someone registered in the database travels to another 
EU member state and claims asylum, they are (absent any mitigating 
circumstances42) sent back to the country where they had first 
registered a claim.

Eurodac was first discussed by EU governments in 1994, and began 
operating in 2003.43 In 2024 new legislation governing the system 
was approved by EU legislators. It lowers the age limit for data 
collection from 14 to six years of age.44 In the year 2000, the European 
Parliament considered that “the threshold of 14 is contrary to the 
existing international instruments on children’s rights.”45

The 2024 law also massively expands the categories of person whose 
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according to Vavoula: “from a mere reporting mechanism 
to a general investigation tool.”51 The second-generation 
Schengen Information System (SIS II) was proposed in 
2005 by the Commission and adopted in 2007.52 It gave 
access to SIS data to security and intelligence services, 
Europol and national judicial authorities responsible for 
investigating and prosecuting crime.53

During this period the EU also underwent a major 
expansion, with new member states joining in 2004 and 
2007. The authorities in those states were obliged to set 
up their own databases and connect them to the central 
systems hosted in Strasbourg.

Phase III: 2010s-present

During this phase, legislation has been approved for a 
range of new information systems, which are about to come 
into use or currently under construction. Data collection 
requirements have also been expanded. These additions 
are meant to ensure that any third-country national present 
in EU territory (and many who have attempted to enter 
EU territory) will be inscribed in digital databases for 
screening, identification and monitoring purposes.

The Entry/Exit System (EES), adopted in 2017,54 will 
cover all short-stay visa holders and visa-exempted 
travellers. Registrants must provide biometric and 
biographic information, used to automatically calculate 
the length of time an individual is permitted to stay (and 
has stayed) in the Schengen area. This automatic detection 
of ‘overstayers’ is supposed to aid in the enforcement of 
immigration legislation.

The European Travel Information and Authorisation 
System (ETIAS), adopted in 2018, will assist in the granting 
of travel authorisation for all visa-exempt nationals, 

LARGE-SCALE EU INFORMATION SYSTEMS

The academic Niovi Vavoula charts the evolution of the EU’s large-
scale databases and information systems through three phases. 

Phase I: 1990s-2001

In this phase, the Schengen Information System was 
launched and Eurodac was put into development. At 
the time, keeping separate databases was advertised as 
guarantee for the security of the systems, and as a way to 
protect individual rights.47

Phase II: 2001-2010s

The terrorist attacks in the USA on 11 September 2001, and 
attacks in Spain (2003) and the UK (2005) transformed 
political debates on borders, asylum, immigration and 
security. Every foreigner entering the territory was 
considered a security risk to be controlled and monitored.48 

During this period the Visa Information System (VIS) was 
set up. The VIS stores information on all Schengen visa 
applicants, including their fingerprints and photograph. For 
short-stay visas, it is used to keep track of people whose 
applications are successful, and those whose applications 
were not.

During this period Eurodac and the SIS were also 
expanded. A reform of Eurodac added, in 2015,49 a new 
category of persons to the database: “Third country 
nationals or stateless persons apprehended in connection 
with the irregular crossing of an external border.”50 This 
shifted the system from its original purpose (determining 
the state responsible for an asylum claim), introducing an 
element of control over irregular migrants.

The SIS was also expanded, undergoing its transformation, 
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A separate, specialised policy area

Over the last three decades, the EU has created an infrastructural 
behemoth to monitor and control the movement of migrants. These 
long and complex laws have, according to Vavoula, “become a policy 
field in their own right.”58

An article by the academic Julien Jeandesboz explains how the 
legislative process for these systems involves highly technical issues 
that are examined by the same experts over the years. This makes the 
overall process an exclusive discussion that is barely-comprehensible 
to anyone else.59

Last year, the EU Fundamental Rights Agency (FRA) produced an 
information platform that provides information about the legal basis 
and functioning of the systems. It also offers advice on how to support 
people whose rights may have been violated.60

1.2.4. 

including by giving an automated recommendation on 
security or health risk.55 Unlike the other systems examined 
here, ETIAS will not store biometric data, but applications 
will be cross-referenced with biometrics and biographic 
data from the EES. ETIAS therefore relies upon the 
processing of sensitive personal data.

Finally, there is the European Criminal Records 
Information System for Third Country Nationals (ECRIS-
TCN), adopted in 2019.56 This provides for the electronic 
exchange of non-citizens’ criminal record information 
between member states. 

The biggest change in Europe’s digital border has been the 
adoption of the interoperability rules in 2019. Databases 
are being made “interoperable” to connect previously 
separated data and enable seamless search across the 
systems. For example, if you apply for a visa and you have 
a criminal record in an EU member state, interoperability 
between the VIS and the ECRIS-TCN means the criminal 
record should be taken into account in an assessment of 
the visa application.

The interoperability rules mandate the creation of four 
other large-scale information systems, the most notable of 
which is the Common Identity Repository (CIR).57 This will 
be used to store “identity data” (biometrics and biographic 
information) from the systems examined above, to facilitate 
the searching and cross-referencing of different databases. 
It will, initially, be able to store records on up to 300 million 
people.

24
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electronic monitoring has been a required condition of immigration 
bail in England and Wales for most people facing deportation.

GPS tags provide minute-by-minute information on the wearer’s 
location. The practice has been presented as an alternative to 
detention, but it has strict obligations that severely limit the 
movement of a person. Some critics argue that it amounts to de facto 
detention,66 and individuals subjected to tagging have described it 
as a “type of torture.”67 A report produced for the Home Office, after 
a successful legal challenge against the program, concluded that the 
GPS tagging of asylum seekers was ineffective.68 

In March 2025, the European Commission published a proposal for a 
new deportation law. The proposal includes measures on alternatives 
to detention that would allow member states to use “electronic 
monitoring.”69 The law, if approved in this form, could provide a legal 
basis for GPS tagging, or other forms of remote electronic monitoring, 
in all EU member states.

Litigation relating to these practices is examined in more detail in 
section 2.

1.2.7. Mobile biometric identification devices

Purpose: identification

Police and immigration officials make increasing use of mobile 
biometric identification devices. These make it possible to scan 
fingerprints or faces in the street (or anywhere else) to verify or 
establish an individual’s identity.70 They are likely to be used in 
conjunction with national databases and the EU’s large-scale 
biometric databases.

Checking an individual’s fingerprint or face through a mobile device 
would make it possible to see, for example, whether someone holds 
a Schengen visa, is registered in Eurodac as an asylum applicant, or 
is not registered in a database at all – implying that they are in an 
irregular situation.71

1.2.5. Dialect recognition

Purpose: identification, assessment

Dialect recognition technologies have, so far, been used to aid in 
assessing the nationality of a person during the asylum procedure.61 
For example, someone with no identity documents, or false identity 
documents, may have their dialect analysed with the aim of 
determining their country of origin.

Germany began using a tool for dialect recognition as early as 2017. A 
speech sample is collected from the asylum applicant, and processed 
by software that has been trained on speech recordings of people from 
a range of countries.62 The software compares the sample with the 
training data and suggests a potential country of origin. The result is 
included in the person’s asylum application file. 

The ability of the tool to accurately determine someone’s country 
of origin has been debated by linguists. The tool is based on an 
assumption that language can be encoded by feeding a sample of 
representative data. However, Lutz Rzeha, a linguist at the University 
of Berlin, has argued that language “changes constantly,” and that 
technology is unable to adapt to this reality.63

Nevertheless, an EU-wide tool is on the way. The Dutch authorities 
have taken the lead on its development, which is supposed to be 
finalized in 2027. The results of the project will then inform European 
practice. The academic Cecilia Manzotti has warned that the 
automated software could affect the perceived credibility of asylum 
seekers’ claims, while offering them no realistic means of redress.64

1.2.6. GPS tagging 

Purpose: monitoring, assessment

In Europe, the practice of putting GPS (Global Positioning System) tags 
on people in immigration proceedings began in the UK.65 Satellites 
can then be used to track that person’s location. Since 2022, remote 
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information deemed relevant for detecting possible contradictions 
with regard to an individual’s claimed identity or country of origin.

But, in the Netherlands, for example, “extraction is not limited and 
can be done in all cases.” In Denmark, the immigration service can ask 
asylum applicants to share their Facebook profiles.78 This practice has 
also been reported in Italy when examining the age of unaccompanied 
children.79 These practices give access to a plethora of highly sensitive 
personal data that can easily be abused.

Litigation relating to these practices is examined in more detail in 
chapter 2. 

1.2.9. Conclusion: Technologies for the state

The diverse technologies deployed to enforce EU immigration and 
asylum policies are, according to Derya Özkul:

…designed to benefit state authorities. Migrants’ (asylum 
seekers’ and refugees’) interests and voices have generally not 
been included in the design and the decision to employ many of 
them.

New identification technologies will make it easier for the authorities 
to track and control people’s movements, and will exacerbate the 
longstanding problem of ethnic profiling.

To prove their identity or have an asylum claim assessed, people may 
be asked – or require – to give access to their phone, granting the 
authorities access to highly sensitive personal data.

GPS tagging is presented as an alternative to detention, but it imposes 
geographical constraints on a person’s movement and generates 
highly intrusive personal data on already disadvantaged populations, 
whilst subjecting them to severe mental distress.

Officials claim that automated assessment tools can support more 
accurate decision-making, but they may wrongly suggest that an 
individual is a potential risk to national security. 

These technologies are being used by agencies with dismal track 
records of racism. Ethnic profiling is illegal. It is also widespread 
amongst police forces and other authorities – for example, at the 
border.72 As one police officer cited in a 2025 Statewatch report said: 
“I do use ethnic profiling, but I don’t know how I should do my job 
differently. We’ve got to discriminate because otherwise, we wouldn’t 
catch anyone.”73 A 2022 Statewatch report warned:

With authorities seeking to increase the number of deportations, 
and skin colour treated as a proxy for an individual’s immigration 
status, any attempt to increase the number of identity checks 
has serious implications for ethnic minority EU and non-EU 
citizens alike.74

At the time the report was published, there was evidence that the 
authorities in Denmark, France, Germany, Greece, the Netherlands, 
Spain and Sweden, as well as in the UK, were using or seeking to 
acquire mobile biometric identification devices of one form or 
another.75

1.2.8. Mobile phone data analysis

Purpose: identification, assessment

As far back as 2017,76 authorities in the EU have been seizing phones 
from migrants and asylum-seekers in order to extract and analyse the 
data they hold. This practice, sometimes carried out with dedicated 
hardware and software,77 is supposed to help both identify individuals 
and assess their asylum claims or immigration applications. Activists 
also say that the French police, trying to identify smugglers, analyse 
mobile phones seized from migrants who have crossed the border 
with Italy.

Practices differ across Europe. In some cases, the consent of the 
person is requested before authorities can access the phone. 
Analysis may also be limited to a certain subset of information stored 
in the phone. In this scenario, case workers are granted access to 
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2. Data protection 
and privacy law: 
background and 
basics

No matter what these tools are for or how they are used, they are all 
reliant to some degree on personal data. This is why knowledge of data 
protection law is so vital for immigration and asylum practitioners.

 

The understanding and interpretation of the right to privacy in Europe 
has evolved significantly over the last five decades.

The right to data protection, generally seen as part of privacy, was not 
recognised as a separate fundamental right until much more recently.

Their application in the migration and asylum context has seen 
European courts attempt to strike a balance between the rights of 
individuals and the interests of states.
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Convention 108 attempted to lay out rules on how privacy should be 
protected, including principles to follow. The ECtHR has never made a 
direct reference to Convention 108 in its jurisprudence. Nevertheless, 
its case law has shown a “move towards the incorporation of the 
substance of Convention 108 into the interpretation of article 8,” 
according to legal scholar Gloria González Fuster.85

The Court’s 1987 judgement in Leander v. Sweden86 would become 
known, according to González Fuster, as a cornerstone of Strasbourg 
case law on the processing of information about individuals. The 
case concerned a secret file kept by the Swedish state on a person 
suspected of being a risk to national security. The EctHR recognised 
that an interference with someone’s privacy happens when a state 
authority collects data about them. It ruled that the person should 
be able to understand how and when their data might be accessed and 
used.

2.1. Defining privacy
Privacy does not have a consistent definition worldwide.80 In 
the 1970s, the development of computerised information systems, 
in particular by states, led to discussions on the need for a new 
understanding of the right to privacy. A political backlash against 
state surveillance and the use of new technologies saw a push for 
regulation on the right to privacy and the emergence of the right to 
data protection.81

In Europe, several countries introduced legislation, amendments 
to their constitutions and high courts issued jurisprudence.82 In 
1981, the first legally-binding international instrument on data 
protection and privacy was adopted: the Convention for the 
Protection of Individuals with regard to Automatic Processing of 
Personal Data, often referred to as Convention 108.

The convention was drafted by the Council of Europe, an international 
organisation that promotes human rights, democracy and the rule 
of law in Europe. It established the European Convention on Human 
Rights (ECHR) and ensures the Convention is enforced through the 
European Court of Human Rights (ECtHR). 

The ECtHR has interpreted the right to privacy in its jurisprudence 
on article 8 of the Convention, the right to respect for private 
and family life. This interpretation of article 8 was drawn up in 1967, 
when the Consultative Assembly of the Council of Europe decided to 
respond to the spread of technological devices and interferences with 
the right to privacy. 

The Consultative Assembly suggested recognising that article 8 
protected a right to privacy and further warned that, to respond to 
technological developments, current rules were too limited. The 
ECtHR itself recognised in 1978 that the text is a living instrument that 
must be interpreted in the light of present-day conditions (§31),83 a 
mode of thinking that continues to upset opponents of the Court and 
the Convention.84
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protection laws, policies and practice, the Directive obliged member 
states to set up an independent supervisory body. These bodies are 
referred to as data protection authorities (DPAs).

Four years after the Directive was adopted, the Treaty of Amsterdam 
extended its principles to the EU institutions and bodies.91 This led 
to the creation of the European Data Protection Supervisor (EDPS). 
The EDPS supervises respect for the right to data protection by EU 
institutions, agencies, offices and bodies, and assesses the impact of 
new laws on privacy and data protection rights.

2.2.2. Creating a new fundamental right 

The Charter of Fundamental Rights of the EU (hereafter the Charter) 
was proclaimed on 7 December 2000. However, it did not become 
legally binding until December 2009, with the entry into force of the 
Lisbon Treaty. The Charter is inspired by member states’ constitutions 
and also draws upon the ECHR. It includes the right to privacy, and 
establishes the fundamental right to data protection.

Article 7 of the Charter, on the right to privacy, mirrors article 8 of 
the ECHR.92 The key difference is that in the ECHR, a second paragraph 
lays out under what conditions interferences with the right can be 
lawful. In the Charter, article 52 defines how interferences with the 
right to privacy (and other fundamental rights) can be justified.

The innovative aspect of article 8 of the Charter, on the right to 
data protection, lies in its creation of a standalone right. It does 
not rely on or require association with the right to privacy or other 
fundamental rights, though in practice this often takes place.

Article 8

Protection of personal data

1. Everyone has the right to the protection of personal data 
concerning him or her.

2. Such data must be processed fairly for specified purposes and 

2.2. Data protection as a fundamental right
It is the EU that formalised a new right to sit alongside that of 
privacy: the right to data protection. The challenges arising from 
new technologies led to the creation of a new fundamental right in 
the Charter of Fundamental Rights of the European Union.87 However, 
as with many developments in EU law, the first steps were taken in 
relation to the internal market.

2.2.1. Harmonising national practices

In 1995, the EU adopted its first law on data protection, known 
as the Data Protection Directive. This responded to the different 
approaches to privacy and data protection adopted by EU member 
states. The European Commission argued at the time that these 
divergent approaches could endanger European integration.

The Data Protection Directive was adopted as internal market 
legislation and sought to facilitate the free flow of personal data 
between member states.88 Equivalent protection of privacy and 
personal data throughout the internal market was the means for 
achieving that flow. As the preamble notes, approximation of national 
laws ”must not result in any lessening of the protection they afford but 
must, on the contrary, seek to ensure a high level of protection in the 
[European] Community.”

In its ruling in Rundfunk,89 the Court of Justice of the EU (CJEU) 
interpreted the Directive’s privacy protections in light of article 8 of 
the ECHR. Even though the Directive was adopted under internal 
market provisions, the Court ruled that it could be applied more 
broadly.90 

The Directive sought uniform standards for processing personal data 
and exchanging it across borders. It followed many of the standards 
already laid out in Convention 108, but innovated in others.

It introduced the notion of consent as one requirement for the 
legitimate processing of personal data. To monitor respect for data 
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2.3. Data protection: definitions and key 
principles
2.3.1. Defining personal data

Article 4 of the EU’s General Data Protection Regulation (GDPR) 
defines “personal data” as “any information relating to an identified 
or identifiable natural person (‘data subject’).” An “identifiable natural 
person” is:

…one who can be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person…

“Indirect” identification of a person refers to situations where non-
personal data can be used to identify a natural person. The issue was 
examined by the CJEU in a 2024 case, OC v. European Commission.95

The CJEU has also examined what exactly constitutes personal data. 
One of the first rulings on the issue was handed down in 2014.96 A 
rejected asylum-seeker asked the Dutch authorities for the legal 
analysis that led to the refusal of his asylum claim, arguing that it 
constituted personal data about him to which he should have access. 

The CJEU considered that the file was an “abstract interpretation of 
the law” that was not covered by the right of access to personal data. 
This ruling was not well received by most academic commentators. 
Frederik Zuiderveen Borgesius and Evelien Brouwer denounced 
the judgment for expressing “an archaic view of the right to data 
protection.”97

The Luxembourg judges had a change of heart in 2017, in the case 
Peter Nowak v. Data Protection Commissioner. They decided that 
the right of access to personal data “is not restricted to information 
that is sensitive or private, but potentially encompasses all kinds of 

on the basis of the consent of the person concerned or some 
other legitimate basis laid down by law. Everyone has the right of 
access to data which has been collected concerning him or her, 
and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an 
independent authority.

The Charter applies to all people present on the territory of the EU. 
In certain circumstances it can apply outside of the physical bounds 
of Europe. This can be the case with regard to the activities of EU 
institutions, bodies, offices and agencies abroad; member state 
implementation of EU law in a non-EU state; or the processing of 
personal data by non-EU legal entities (examined further in section 
2.3.4)

The CJEU has taken an active role in interpreting the rights to data 
protection and privacy. Niovi Vavoula, an academic and expert in EU 
data protection law, calls the court the “unlikely hero of data privacy 
in Europe.”93 However, in its rulings on the impact of new technologies 
on fundamental rights, the court does not only refer to the rights to 
data protection or to privacy:

…articles 7 and 8 of the EU Charter appear as primordial 
foundational rights around which most digital rights cases are 
built. However… there are many Charter rights and freedoms 
which are or can be a solid foundation to build digital rights 
strategic litigation.94

As explained earlier, the rights to data protection and privacy 
require contextual interpretation. Other rights may also be relevant, 
depending on the particular case. In section 3, we will analyse how the 
right to an effective remedy has been examined by the CJEU in the 
context of individual redress for data protection.
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the data subject, or a threat to an individual’s life (see section 2.3.5). 

In the GDPR, EU legislators added three more special categories of 
data:

	— genetic data;

	— biometric data; and

	— data concerning a person’s sexual orientation. 

New legal grounds were also added for justifying the processing of 
data:

	— substantial public interest;

	— preventive or occupational medicine;

	— public health; and

	— research for archiving purposes.101

The GDPR also prohibits automated decision-making using sensitive 
personal data unless explicit consent has been obtained.102 For 
the purpose of clarifying the spirit of the law, sensitive data can 
be understood as types of data that have been or could be used to 
discriminate against and harm individuals. 

Dictatorships and other authoritarian regimes have used sensitive 
data en masse to categorise, mistreat, exclude and exterminate 
individuals based on their race, religion, sexual preferences and 
health status. It is with noting that beyond the EU, some countries 
have chosen to add an individual’s financial status as sensitive data, a 
step considered as best practice in the humanitarian sector.

In cases where the processing of special categories of data is “on a 
large scale,” the data controller must appoint a data protection officer 
and perform a data protection impact assessment (DPIA). Such an 
assessment, once finalised, will have to be periodically reviewed for as 
long as the data processing activities it describes exist. 

information, not only objective, but also subjective, in the form of 
opinions and assessments.” 98 More information on the right of access 
is set out in section 3.

2.3.2. Special categories of data

Early in the understanding of privacy, the idea emerged that some 
personal information deserved more protection than others: special 
or sensitive categories of data. In Convention 108, a list of special 
categories of data was proposed. The explanatory report to the 
convention argued that:

…data could require further protection in cases where there 
is a potential risk of discrimination or injury to an individual’s 
dignity or physical integrity, where the data subject’s most 
intimate sphere, such as his or her sex life or sexual orientation, 
is being affected, or where processing of data could affect the 
presumption of innocence.

The notion emerged, according to academics Paul Quinn and 
Gianclaudio Malgieri, as a means to an end. Special or sensitive 
data requires special protection to try to reduce the possibility of 
harm, such as discrimination.99 The innovation of the EU’s 1995 Data 
Protection Directive was requiring member states to adopt a specific 
list of five categories of data that warranted special protection. The list 
included data that revealed:

	— racial or ethnic origin;

	— political opinions;

	— religious or philosophical beliefs;

	— trade-union membership; and

	— the processing of data concerning health or sex life.100

This meant that the processing of that data was prohibited unless 
justified by a specific legal basis, for example: the explicit consent of 
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be retrieved for the purposes of disaster recovery. Data is only deleted 
when it is irretrievable from any part of the system. 

Another important example is the process of anonymising data, which 
bears considerable legal and human rights liabilities. Research has 
found numerous times that the most complex data sets cannot be 
truly anonymised.105 This finding led the UK’s data protection authority 
to published guidance on anonymisation.106

2.3.4. Controllers and processors

Article 4(7) of the GDPR defines a controller as an entity that:

…alone or jointly with others, determines the purposes and 
means of the processing of personal data; where the purposes 
and means of such processing are determined by Union or 
Member State law, the controller or the specific criteria for its 
nomination may be provided for by Union or Member State law. 
[emphasis added]

Two or more controllers can determine jointly the purpose and means 
of processing, a situation known as joint processing. It does not 
require the participation to be equal.107 

Identifying a controller is of vital importance for the individual. It 
is towards the controller that they will seek accountability for the 
processing of their personal data, including possible compensation in 
case of violation of their rights.

The controller has to make sure that personal data is held securely. 
In case an individual wants to access their data, or to rectify or delete 
any incorrect or unlawful data stored, it is the responsibility of the 
controller to take action. This issue is discussed further in section 3.

The European Data Protection Board (EDPB) brings together the 
national data protection authorities of all 27 EU member states. Its 
guidelines on the right of access state: “Controllers are under the 
obligation to undertake all reasonable efforts, and put in place the 
appropriate means, to facilitate the exercise of data subject rights.”108 

The UK’s official guidance for data protection practitioners suggests 
that every DPIA should be reviewed continuously. The body that 
formerly brought together data protection authorities from EU 
member states (now replaced by the European Data Protection 
Board) considered re-assessment every three years as good practice. 
However, in later versions of the guidelines this was replaced with an 
emphasis on continuous review and regular re-assessment, without a 
fixed timeline.103

Sensitive data can also be generated from personal data that would 
not in and of itself be considered sensitive. For example, posts or 
activity on Facebook might make it possible to conclude one’s sexual 
preferences, or phone usage data could reveal physical or mental 
health details. In 2022, the CJEU ruled that generating sensitive data 
out of ‘normal’ personal data is prohibited.104

2.3.3. The act of processing personal data

The notion of data processing appears innocuous but is in reality 
central to EU law and the defence of human rights.

In the GDPR, article 4(2) defines processing as:

…any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by 
automated means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination 
or otherwise making available, alignment or combination, 
restriction, erasure or destruction.

In short, one processes data not only when they use data, but 
also when they do not. For instance, data protection practitioners 
and regulators will scrutinise how (and if) data is deleted. People 
processing personal data often assume that once they have deleted 
a data set, it is permanently gone. This is usually incorrect, as 
information technology departments are required to ensure data can 
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other parties alone, for example a company and a public authority.

Legal obligation

Personal data can be processed “if necessary for compliance with a 
legal obligation to which the controller is subject.” This might be the 
case, for example, if a government passed legislation requiring public 
or private entities to share data on foreign nationals with the police or 
immigration authorities.

Vital interests

Protecting the “vital interests of the data subject or of another natural 
person” can provide a ground for processing personal data. The 
Spanish data protection authority says that the circumstances “must 
be real and arise as a result of exceptional and specific situations 
that could not have been foreseen in advance and excludes any data 
processing that could be carried out for the regular provision of a 
service.”112 

Data protection practitioners usually treat this legal basis as only met 
if an individual’s life is at risk and they are unconscious. Its use tends to 
be exceptional.

Public interest

Processing of personal data is legitimate if necessary “for the 
performance of a task carried out in the public interest or in the 
exercise of official authority vested in the controller.”

Legitimate interests

A controller (or third party) must demonstrate three things prior to 
using their “legitimate interests” as a basis for processing personal 
data. There are three requirements before relying on the “legitimate 
interests” ground for processing personal data:

1. Purpose test – is there a legitimate interest behind the 
processing?

In practice, however, identifying the controller may be challenging. 
An empirical study on the use of personal data gathered from air 
passengers found that seven countries out of the 11 analysed failed to 
provide clear information on the identity of the data controller.109 

Article 4(8) of the GDPR defines a processor as “a natural or legal 
person, public authority, agency or other body which processes 
personal data on behalf of the controller.” In other words, the 
processor follows the instructions of the controller. If a processor fails 
to do so, they might be held liable in case of harm or failures to comply 
with legal requirements.

When an individual makes a request for access to the data about 
them stored by the controller, the responsibility of a processor is, at a 
minimum, to forward the request to the controller.110

2.3.5. Legitimate grounds for processing personal data 

Article 6 of the GDPR provides six grounds for lawful processing of 
personal data:

Consent

Consent is a valid basis for processing, as long as the consent of the 
individual is freely given, specific, informed and unambiguous. Petra 
Molnar, a lawyer and researcher, has questioned how consent can be 
freely given in migration contexts, if it is given under “coercion, even 
if the coercive circumstances masquerade as efficiency and better 
service delivery.”111 Indeed, in many cases in the context of migration 
and asylum, consent cannot provide an adequate basis to justify the 
processing of personal data.

Contractual obligation

Personal data can be processed if it is necessary for the performance 
of a contract to which the individual, whose personal data is 
processed, is party to. This last point is critical, as it obviates the 
processing of personal data on the grounds of a contract between two 
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2.4. Data protection principles 
Article 5 of the GDPR sets out six data protection principles:

	— lawfulness, fairness and transparency;

	— purpose limitation;

	— data minimisation;

	— accuracy;

	— storage limitation; and

	— integrity and confidentiality.

The following section explains these principles and analyses how they 
have been interpreted in the context of migration and asylum. 

2.4.1. Lawfulness, fairness and transparency 

Personal data shall be processed lawfully, fairly and in a 
transparent manner in relation to the data subject

In Greece, where many asylum-seekers are housed in “Closed 
Controlled Access Centres”, the government has experimented 
with novel surveillance systems for controlling access and 
security. Eleftherios Chelioudakis, executive director of the Greek 
digital rights organisation Homo Digitalis, refers to “an EU-funded, AI-
led surveillance ecosystem.”114

One system (IPERION) is used to store biometric and biographic 
data on camp residents, staff and visitors. The data is used to control 
access to the camp, for distribution of food and clothing, and for 
communicating with asylum-seekers about their applications. The 
other (KENTAUROS) is geared towards camp security. Algorithms for 
automated behaviour analysis are supposed to be able to detect, 
for example, when a person is acting violently. 

In February 2022, Homo Digitalis filed a complaint with the Greek 

2. Necessity test – is the processing necessary for that purpose?

3. Balancing test – is the legitimate interest overridden by the 
individual’s interests, rights or freedoms?113

44
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against crime, was not justifiable:

While it is true that the objective of fighting crime is a legitimate 
one, it cannot be relied on in order to justify the systematic 
processing of personal data when that processing is restricted to 
the data of Union citizens who are not nationals of the Member 
State concerned.119

The investigation and prosecution of crimes must take place 
“irrespective of the nationality of their perpetrators,” said 
the court.120 Therefore, such a difference in treatment was ruled 
discriminatory.121 

In line with this view, the European Commission used to argue that 
separate databases with discrete purposes were vital for upholding 
data protection rights. However, over the last decade, its stance has 
shifted, in particular with the introduction of new laws opening up 
asylum and immigration databases to law enforcement agencies,122 
and making those databases “interoperable” (see section 1.2).

Now, all EU justice and home affairs databases have multiple purposes. 
The academic Evelien Brouwer considers that “the essence and non-
discriminatory approach of data protection have been abandoned 
for third-country nationals.”123 Nevertheless, provided with the 
right case, the CJEU might clarify how the principle applies to a new 
technological context.

Campaign organisations and international organisations have long 
called for the introduction or maintenance of “firewalls” between 
different information systems and purposes, to protect people 
with irregular status. The Council of Europe’s European Commission 
against Racism and Intolerance argues that: 

…the application of immigration rules must not interfere with the 
correct application of the human rights obligations of states in 
respect of all persons in their jurisdiction… There must be clear 
firewalls which separate the activities of state authorities which 

data protection authority about the systems. The group noted that the 
government did not conduct a data protection impact assessment 
before deploying the technologies in the camp, possibly violating the 
right of the individuals concerned. They also noted that the creation of 
databases for the systems “is not foreseen by any national legal rule 
providing the necessary safeguards for the rights of data subjects.”115

In April 2024, the data protection authority condemned the ministry. 
It had not conducted an impact assessment of the system or explained 
to the supervisory authority the potential risks and corresponding 
mitigation measures. This made it “impossible for the Authority to 
assess compliance with the principle of lawfulness under Article 5 of 
the GDPR.”116 The ministry faced a record fine of €170,000. At the time 
of writing, the technology remains in use.117

2.4.2. Purpose limitation

Personal data shall be collected for specified, explicit and 
legitimate purposes and not further processed in a manner that 
is incompatible with those purposes

The Central Register of Foreign Nationals (Ausländerzentralregister, 
AZR) is a database established in West Germany in 1953. The 
academic Elisabeth Badenhoop has called it “one of the first 
comprehensive databases on migrants in the western liberal world.”118 

In 2006, an Austrian citizen filed a complaint with the German courts, 
which referred the case to the CJEU. The CJEU was asked whether 
the AZR was compatible with the principle of non-discrimination, as 
the law required the storage of personal data on all foreign nationals 
residing in the country for more than three months. The case was 
concerned with the rights of non-German EU citizens.

The Court held that the purpose of the AZR – to ascertain the right to 
residence of foreign nationals in Germany – makes the storing and the 
processing of personal data proportional and lawful. But the Court also 
found that the processing of AZR data for another purpose, the fight 
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The system stored all GPS data concerning the person. The UK’s data 
protection authority condemned such an overreaching system: 

Having access to a person’s 24/7 movements is highly intrusive, 
as it is likely to reveal a lot of information about them, including 
the potential to infer sensitive information such as their religion, 
sexuality, or health status.129 

The High Court also condemned the scheme for violating the right to 
privacy. A government report assessing the scheme after it was judged 
unlawful found that the practice was ineffective.130 The practice could 
also exposes tagged people to severe harm in case of a data security 
failure: it provides constant access to their location.

Nevertheless, in March 2025 the Labour government proposed a legal 
amendment that would let the Home Office impose electronic tagging 
on people on immigration bail.131 

2.4.4. Accuracy 

Personal data shall be accurate and, where necessary, kept up 
to date; every reasonable step must be taken to ensure that 
personal data that are inaccurate, having regard to the purposes 
for which they are processed, are erased or rectified without 
delay

The principle of accuracy plays an essential role in data protection 
by requiring proactive steps to ensure personal data is accurate 
(including through audits) and requiring a response to individuals 
seeking to rectify or delete any inaccurate data.132 In the case of 
data processing by public authorities, audits can be done by an in-
house data protection officer, or by the independent data protection 
authorities. 

In January 2024, the French data protection authority (Commission 
Nationale de l’Informatique et des Libertés, CNIL) condemned two 
government ministries for failing to guarantee the accuracy of data 

provide social services and, where applicable, the private sector, 
from immigration control and enforcement obligations.124

There are, however, a growing number of state initiatives to require 
public and private entities to check people’s immigration status, or to 
report undocumented migrants to the authorities. Early in 2025, the 
European Commission proposed a new deportation law, which says:

Member States shall put in place efficient and proportionate 
measures to detect third-country nationals who are staying 
illegally on their territory.125

The Platform for International Cooperation on Undocumented 
Migration has warned that this could be used to abolish or bypass 
existing firewalls.

2.4.3. Data minimisation 

Personal data must be adequate, relevant and limited to what 
is necessary in relation to the purposes for which they are 
processed

In August 2022, the civil society organisation Privacy International 
launched a court case against the UK Home Office’s “collection, 
processing and sharing of location data of migrants released on 
immigration bail via the imposition of electronic monitoring (EM) 
through Global Positioning System (GPS) ankle tags.”126 While the UK 
may no longer be in the EU, successive governments’ undermining 
of the UK legislation implementing the General Data Protection 
Regulation requires close scrutiny.127

Under the electronic tagging scheme, the British government 
obliged migrants who arrived in the UK by boats or other irregular 
routes, including asylum seekers, to wear a GPS tag at all times. 
The practice has been condemned as a form of psychological 
torture.128 No clear evidence was provided by the Home Office of its 
necessity or efficiency.
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System is also five years.137 After this point, data should be 
automatically deleted, though it can be stored for longer in ETIAS if the 
person gives consent.

Data on asylum applicants can be stored in Eurodac for up to ten 
years.138 If the person obtains the nationality of a member state, the 
information should be deleted.  

Each record in the European Criminal Records Information System on 
Third-Country Nationals will be stored for as long as the data related 
to the conviction of the person concerned is stored in the national 
criminal register. The data must be automatically erased upon the 
expiry of the retention period.139

2.4.6. Integrity and confidentiality

Personal data shall be processed in a manner that ensures 
appropriate security of the personal data, including protection 
against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate 
technical or organisational measures

Data security is a key part of data protection. This also encompasses 
cybersecurity. Organisations that process personal data must take 
appropriate security measures to ensure it is protected.

In 2011, the EU established an agency known by the abbreviation 
eu-LISA.140 Its role is to manage and maintain the EU’s large-scale 
justice and home affairs databases, such as the ETIAS, SIS and VIS. 
The EDPS, which supervises the agency’s compliance with privacy and 
data protection law, has found multiple failings in its cyber and data 
security practices. 

A journalistic investigation pinned the blame for these failings 
on eu-LISA’s reliance on a private consultancy firm.141 A breach of 
the systems’ integrity and confidentiality could be catastrophic, 
potentially affecting millions of people.

stored about Schengen visa applicants. 

French consulates had been copying personal data from the EU’s 
Schengen Information System into a separate national database 
when a person asked for a visa. However, after auditing national 
data processing systems, the CNIL admonished the ministry for the 
practice: it violated EU law and resulted in a mismatch between the 
European and French systems, which had “difficulty synchronising,” 
leading to the storage and use of inaccurate personal data.133

2.4.5. Storage limitation

Personal data shall be kept in a form which permits identification 
of data subjects for no longer than is necessary for the purposes 
for which the personal data are processed

This principle is closely related to the principle of accuracy and 
purpose limitation, and is a core safeguard for the enjoyment 
of human rights. It means that information cannot be stored for 
an unlimited amount of time, the purpose that justified the original 
processing of the data must still be in place, and that personal data are 
up-to-date and accurate.

Most (but not all) the EU’s large-scale information systems have 
retention periods of five years, though these can be extended for 
various reasons.

In the Schengen Information System, alerts can be stored for up to 
five years before being reviewed.134 In case a person is banned from 
entering the Schengen area due to being deemed a security threat, 
the standards for reviewing the need for the alert are that the person 
constitutes a genuine, present and sufficiently serious threat.135 
Information about how the individual constitutes a risk should be 
sufficiently documented to allow for the individual to benefit from an 
effective judicial remedy.136

The maximum period for storage in the Visa Information System, 
Entry/Exit System and European Travel Information and Authorisation 
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law, but the Charter of Fundamental Rights and its own set of minimal 
protection still apply in those contexts.148 

In the context of migration and asylum, the academic Teresa Quintel 
has warned that the ongoing criminalisation of migration makes it:

…challenging for [law enforcement authorities] to draw a clear 
line between the scope of application of the GDPR and that 
of the LED, which creates considerable leeway for competent 
authorities to apply the Directive to their processing activities.149

She has also warned that law enforcement agencies might choose to 
use the LED by default, when the opposite should be the case. Indeed, 
authorities need to justify the application of those more restrictive 
standards, even in cases involving national security.150

2.5.2. European agencies

Another lesser-known EU data protection law is Regulation 
2018/1725, which was adopted in 2018 and applies to all personal 
data processed by EU institutions, agencies, bodies and offices. 
The standards are very similar to the GDPR, except in cases where data 
processing concerns law enforcement and judicial matters. In such 
cases, special rules apply, which are similar to those in the LED. 

EU agencies have taken on a growing role in processing personal 
data in the context of migration and asylum. This has been the case in 
particular in so-called “hotspots”,151 where EU agencies and national 
authorities work together and exchange information on people 
arriving in EU territory. 

The academic Sarah Tas has pointed out that there is not 
comprehensive supervision of the processing of personal data in the 
hotspots. Tas also describes how Frontex has taken on an increasing 
role in gathering intelligence at the border. This did not result in a 
culture of data protection at the agency,152 as a scandal in July 2022 
on its plan for “intrusive surveillance of migrants” illustrates all too 
well.153 

2.5. Applicable law
Up to this point, this handbook has mostly referred to the General Data 
Protection Regulation (GDPR). While this is the best-known, and most 
widely-applied, piece of EU data protection law, there are two other 
laws that may be relevant to immigration and asylum practitioners:

	— the Law Enforcement Directive or LED (Directive (EU) 
2016/680);142 and

	— the Regulation on data protection in EU institutions, agencies 
and bodies (Regulation (EU) 2018/1725).143

The law that applies in a given case depends on the authority 
responsible for processing the personal data in question. The default 
law in the immigration and asylum context is the GDPR. 

2.5.1. Law enforcement and migration 

Initially, European data protection law did not apply to police 
cooperation and judicial cooperation in criminal matters.144 In 2010, 
the European Commission announced it would be taking a new, 
comprehensive approach to data protection.145 This would include rules 
aimed at covering “law enforcement and crime prevention, taking into 
account the specificities of these areas.”146

The Law Enforcement Directive (LED) was adopted on 27 April 2016, 
the same day as the GDPR.147 Both laws entered into force two years 
later. The GDPR replaced the 1995 Data Protection Directive and 
imposed common general standards of data protection. The LED set out 
rules for data protection for law enforcement and judicial cooperation.

The LED includes special limitations to certain data protection 
rights. These are intended to prevent prejudicing the prevention, 
investigation, detection, or prosecution of criminal offences or the 
execution of criminal penalties, to protect public security or national 
security, or to protect the rights and freedoms of others. The LED does 
not apply to national security and other contexts not regulated by EU 
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the judiciary.157

The Court’s proportionality assessment, according to academic Lee A. 
Bygrave,158 varies according to:

	— the gravity of the interference;

	— the sensitivity of the information;

	— the use made of the data; and

	— the safeguards implemented.

For example, states are given less discretion over surveillance 
measures targeting lawyers and their clients.159 Privacy in this context 
is the minimum degree of protection required by the rule of law in a 
democratic society.160

Nevertheless, as in the sphere of immigration and asylum,161 some 
argue that the ECtHR is too deferential to state authorities with regard 
to privacy and data protection. Legal scholars Paul De Hert and Serge 
Gutwirth have said the court gives authorities:

...much leeway. Only flagrant abuse or risky use of data that can 
easily be used in a discriminatory way is very closely scrutinised, 
whereas other kinds of processing of data are left untouched ‘as 
long that there is no blood’.162

In the context of migration and asylum

In the context of migration, the vulnerability of the applicant and the 
special nature of the data processed by the authority should reduce 
the discretion state authorities have to justify interferences with the 
right to privacy.

This has been noted in the EDPB’s guidance on how to assess the 
gravity of data breaches. The guidance also says that the level of 
vulnerability of individuals must now be taken into account to assess 
the level of risk and due diligence required from controllers.163 

2.6. The proportionality principle 
The rights to data protection and privacy are not absolute and 
may be limited. The jurisprudence of the European Court of Human 
Rights and of the Court of Justice of the European Union differs in 
interpreting the limits of those rights and the scope of protection they 
offer individuals.154 

2.6.1. The European Court of Human Rights

The right to privacy and its limitations are set out in article 8(2) 
of the European Convention on Human Rights (ECHR). The article 
outlines the conditions under which interference with this right is 
permissible. It must be:

	— lawful;

	— necessary in a democratic society; and

	— serve specific, legitimate purposes. 

Once judges at the European Court of Human Rights (ECtHR) 
recognise that article 8 applies, they will assess whether a measure 
has been adopted in accordance with the law. The criteria have been 
fine-tuned by the court. For example, the court has ruled that laws 
must be accessible to the individual concerned. Thus, they must:

	— be of sufficient quality;

	— be foreseeable; and

	— their consequences must be predictable.

In the 2008 case Liberty and others v. the United Kingdom,155 the 
ECtHR ruled on a law governing the interception of communications 
by law enforcement agencies. It said there should be “procedures to 
be followed for examining, using and storing intercepted material,” 
and that these should be “set out in a form which is open to public 
scrutiny and knowledge.”156 The quality of law is meant to prevent 
abuse by officials and to enable its effective control and supervision by 



56 57

In A.C. v. France, the court noted that the practice in France was to 
refer a person for a medical assessment only if they had no identity 
paper indicating their age, and there was a doubt that they are 
children. Only then can a medical report be carried out with sufficient 
procedural safeguards, such as medical reports explicitly indicating 
the margin of error of the tests used. The decisions attesting to the 
adulthood of the person should be based on clear and individualised 
reasoning. Lastly, authorities must provide accurate and accessible 
information on legal remedies and the time limitations for pursuing 
them.174

In F.B. v. Belgium, the ECtHR made clear that the invasive nature 
of medical tests means they can only be considered necessary and 
proportionate in a democratic society if they are carried out as a 
last resort. Other, less intrusive methods for inferring the age of the 
applicant must be used first.175

2.6.2. Court of Justice of the European Union

In the Charter of Fundamental Rights, article 52 sets out limits 
for “the exercise of the rights and freedoms recognised by this 
Charter.” Any measure that impinges upon those rights and freedoms 
must:

	— be provided by law;

	— respect the essence of the rights;

	— genuinely meet objectives of general interest recognised by the 
Union or the need to protect the rights and freedoms of others; and

	— be necessary and proportionate.

Article 52(3) indicates that the standards provided by the Charter 
should correspond to the rights guaranteed in the ECHR: “the 
meaning and the scope of those rights shall be the same,” but EU law 
can provide “more extensive protection.”176

In 2010, the Court of Justice of the EU (CJEU) noted in the case 

One question that has come up repeatedly before the ECtHR is the 
proportionality of the measures used to try to assess the age of 
asylum-seekers. Where a person does not have an identity document 
and claims to be a minor, the authorities may request or oblige an 
age assessment. Medical procedures are one of the most common 
methods in Europe for doing so.164 All but two EU member states made 
use of them in 2018.165

The use of medical tests for determining a person’s age has faced 
resounding criticism from the medical, scientific, and human 
rights communities. The methods used are riddled with scientific 
uncertainty. For example, a 2019 scientific publication revealed 
that the ethnicity or origin of the child can influence one of the most 
common medical methods used by the authorities.166

The EctHR ruled in Darboe and Camara v. Italy167 that the Italian 
authorities should not have used a medical test to assess a person’s 
age. Doing so violated their article 8 rights, as well as the protection of 
the best interests of the child. The applicant was an “unaccompanied 
minor living in a migration context that makes him particularly 
vulnerable,” said the judgement.168 The Italian authorities did not apply 
the principle of presumption of minor age. They should have granted 
sufficient procedural guarantees for contesting both the medical 
assessment and the decision to place the person in an adult centre.

Academic commentators Daniel Simon and Mark Klaassen deplored 
the court’s failure to reduce the discretion of states in using medical 
methods to assess age.169 A third-party intervention argued that 
article 8 should lead the Court to recognise that “all x-ray methods are 
invasive and too inaccurate to determine whether a person is a minor 
or an adult.”170

In decisions from 2025 on the topic (A.C. v. France171 and F.B. v. 
Belgium172), the EctHR has nevertheless held to the same line. Rather 
than assessing “the suitability and validity of the tests themselves,” 
the court “mainly criticises the lack of informed consent,” argues the 
academic Sophie Bols.173
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In the context of migration and asylum

The question of what is strictly necessary and how a measure can 
affect a person should also be read in light of other rights and the 
context in which a particular technology is deployed. 

Member states of the EU have adopted invasive methods for 
determining the sexuality of asylum-seekers. Similar to age, the sexual 
orientation of a person can require special measures to be taken 
during the asylum procedure, including with regard to the housing 
facilities provided by the state.181 Sexual orientation may also be a 
ground for persecution that can be considered in an application for 
asylum or subsidiary protection.

In 2013, the CJEU received questions from the Dutch Administrative 
Supreme Court about the limits imposed by the Charter on methods 
used to verify the sexual orientation of asylum applicants.182 Asylum 
seekers were forced to deal with the most intimate and sordid 
questions about their sexuality during the interview process. This 
included a claimant bring asked to bring a home-made pornographic 
video to their asylum hearing as evidence of their claimed sexual 
orientation.

The CJEU made clear that “questions concerning details of the 
[applicant’s] sexual practices” are a disproportionate violation of the 
protection of the right to private life.183 The judges further stated that 
asking for or accepting as evidence, “films of [an applicant’s] intimate 
acts” violates human dignity, protected by article 1 of the Charter.184

Four years later, the CJEU decided on two new questions in a case 
referred by the Hungarian courts.185 The questions concerned the 
appropriateness of the Hungarian authorities’ methods for assessing 
asylum applicants’ sexual orientation. 

‘F’ applied for asylum but was refused protection, a decision based 
on an expert opinion that said his claim to be homosexual lacked 
credibility. The assessment was based on a psychological report 
resulting from several personality tests. The Hungarian court asked 

Scheke and Eifert177 that article 6(1) of the Treaty on European Union 
gave the Charter the same values as the EU treaties. It also ruled that 
the Charter standards were the minimum available for any person 
present on EU territory.

The judgment recognised that the fundamental right to the 
protection of personal data in article 8 of the Charter is closely 
connected to the right to respect for private life expressed by 
article 7, and that both correspond to the standards of the ECHR’s 
article 8. The Luxembourg judges also made clear that insofar as the 
Charter contains rights corresponding to the ECHR, they must be 
similarly interpreted.

In the early 2000s, biometric identification techniques first became 
widely used across Europe. The interrelation between biometric 
technology and data protection standards became a recurrent 
question for supervisory authorities. A report of the predecessor to 
the European Data Protection Board said: “Proportionality has been 
the main criterion in almost all decisions taken until now by the Data 
Protection Authorities on the processing of biometric data.”178

In other words, biometrics could, in some circumstances, be collected, 
but only if sufficiently justified. Given the need for proportionality, less 
intrusive options should be given to individuals in parallel.

In 2004, the case Schwarz v. Germany179 saw the CJEU examine a law 
forcing every EU citizen to have their fingerprints taken in exchange 
for obtaining a passport. A German citizen, Mr Schwarz, refused to 
have his fingerprints taken as he considered it an unjustified violation 
of his right to privacy. 

The CJEU recognised that the collection of biometric data constitutes 
a threat to the rights to privacy and data protection. Nevertheless, the 
law was deemed justified because it pursues an objective of general 
interest: preventing “illegal entry into the European Union.”180
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CASE STUDY: MOBILE PHONE DATA EXTRACTION

As noted in section 1.2.7, mobile phone data extraction and analysis 
has become a common practice across several EU member states. An 
asylum seeker interviewed by the academics Francesca Palmiotto and 
Derya Özkul expressed how he felt when the authorities demanded his 
phone: “like handing my whole life over.” Whether this highly intrusive 
practice respects the right to data protection and to privacy has been 
examined by several courts. 

In the Netherlands, the Administrative Supreme Court ruled in 2024 
that the practice was not based on adequate legislation and therefore 
unlawful. The Dutch government had relied on a 2012 law that 
authorised the migration authorities to search an applicant, including 
through their phone, for proof of their identity.

But “mobile phones today contain much more personal data,” said 
the court, and are thus “a far-reaching insight into someone’s private 
life” that should be protected against abuse. The judges ordered legal 
amendments to specify the circumstances in which a mobile phone 
could be examined.191

A year earlier, the Berlin Administrative Court in Germany addressed 
the same question. German law obliged asylum applicants to hand 
over their phones if they did not have identity documents. A 2017 law 
limited the ability to directly access information stored in the phone: 
officers had to analyse the data via software. This would produce 
a report indicating the likelihood that the person was of a certain 
nationality.

In a landmark judgement, the court ruled that the practice violated the 
principle of proportionality – other, less intrusive measures were not 
considered before resorting to mobile phone data extraction.192

In October 2024, the CJEU had the opportunity to offer more clarity 
on the proportionality of the practice, though in the context of law 
enforcement rather than migration and asylum.193 

The Luxembourg judges first recognised that the seizure and 
access by the authorities constituted a particularly serious 

the CJEU if the test respected article 7 (privacy) and article 1 (human 
dignity), if “no questions are asked about the sexual habits of the 
applicant for asylum and that applicant is not subject to a physical 
examination.”186 The test was only conducted after informing the 
person and obtaining their agreement.

The Luxembourg judges did not think that “the seriousness of the 
interference with private life” that the psychological tests entailed was 
justified. Rather, they ruled that such expert reports should be used 
only if they are based on “sufficiently reliable methods and principles 
in the light of the standards recognised by the international scientific 
community.”187 As noted by the academic Iris Goldner Lang, such a 
report should also be used to “inform and not be decisive for the final 
decision.”188

The CJEU also further clarified in this ruling that freely given consent 
cannot be given in a context where the refusal will constitute an 
important factor in their asylum claim.189 

2.6.3. Conclusion

The rulings of the ECtHR and of the CJEU concern different types of 
technologies and data processing. However, they have both limited the 
invasiveness of states’ actions that infringe upon the right to privacy. 
They have used different tests to assess whether laws, policies or 
actions were justified. As noted, some academic commentators have 
argued that the ECtHR, in comparison to the CJEU, gives too much 
discretion to states.

In the context of migration and asylum, it is noteworthy that the 
CJEU, contrary to the ECtHR, has considered the suitability of a given 
technology – that is, whether it is fit for purpose.190 The court has 
established a test relying on “standards recognized by the scientific 
community” to assess if a measure should be used at all. 
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3. Opportunities for 
redress

interference with articles 7 and 8 of the Charter.

However, they ruled that the practice did not need to be confined 
to serious criminal cases. It could be justified as long as the law 
defined with sufficient precision the nature or categories of offences 
concerned, and a national court or independent administrative body 
was required to examine the necessity and proportionality of the 
measure.194 

According to the academic Tiago Sérgio Cabral, the CJEU failed to 
offer guidance to the bodies that will have to conduct proportionality 
tests: national authorities and courts.195 The ruling did not lay out 
further safeguards for protecting sensitive information stored on the 
phone of the applicant, or in preventing abuse by officers when they 
accessed the phone.

In sum, the jurisprudence on mobile phone data extraction does 
not forbid the practice as long as it respects standards relating 
to lawfulness and proportionality.  Nevertheless, many questions 
remain unanswered on the compliance of the practice with several 
data protection principles, as well as how judicial authorities will carry 
out the balancing exercise in individual cases. The CJEU missed an 
opportunity to set a European standard, instead leaving it to member 
states or EU legislators to establish a common practice that respects 
the Charter. 

The right to data protection has always been put forth by EU legislators 
as a way to justify the processing of huge amounts of often-sensitive 
personal data.

However, the question remains whether this is merely a statement of 
intent or a grant of real rights.

The rights to access, rectify and delete personal data offer people 
important opportunities for redress, but they can be restricted by the 
authorities.

In the fields of security, migration and asylum, decisions on this 
question have too often been secretive and arbitrary.

But a decision of the CJEU; gradual increases in transparency over the 
enforcement of data protection rights in the EU’s huge databases; and 
litigation, campaigning and journalism, may help to change matters.
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CASE STUDY: CONTROLLERS, PROCESSORS 
AND REDRESS

A Dutch company pays a Kenyan company to collect data 
on children in Kenya. The aim is to analyse the effects of a 
medical treatment. The company in Kenya is processing 
the personal data for the purposes of the Dutch company. 
The Dutch entity sets the purposes because it decides what 
personal data the Kenyan entity collects and why.

People whose data is gathered by the Kenyan company 
(the processor) can therefore exercise their rights against 
the Dutch company (the controller). This remains the case 
even if the Kenyan company only sends the Dutch company 
aggregated data sets and general lessons learnt out of 
the data analysis, and not the personal data of individual 
children.

3.1. The right of redress
“Everyone” has the right to redress for incorrect, unlawful or illegal 
processing of their personal data. In this context, “everyone” consists 
of anyone, anywhere in the world, whose personal data is processed 
by a controller that is a legal entity in an EU member state. Rights can 
even be enforced against a processor that is a non-EU legal entity, as 
long as the data controller they are appointed by is a legality entity in 
an EU member state.196

The right of redress is, then, relatively broad – at least in theory. It is 
built on three other rights: access, rectification and deletion. 
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3.1.1. The right of access

The right of access is set out in article 15 of the GDPR. It states, firstly, 
that a person has the: 

…right to obtain from the controller confirmation as to whether 
or not personal data concerning him or her are being processed, 
and, where that is the case, access to the personal data.

Requests for access are sometimes known as data subject access 
requests (DSARs). The law refers to the individual who has personal 
data about them processed as a “data subject”. Article 15 of the 
GDPR specifies that in response to an access request, the following 
information should be given to the data subject:

a)	 the purposes of the processing; 

b)	 the categories of personal data concerned; 

c)	 the recipients or categories of recipient to whom the personal data 
have been or will be disclosed, in particular in other countries or 
international organisations; 

d)	where possible, the envisaged period for which the personal data 
will be stored, or, if not possible, the criteria used to determine that 
period; 

e)	 the existence of the right to request from the controller rectification 
or erasure of personal data, restriction of processing of personal 
data, or to object to such processing; 

f)	 the right to lodge a complaint with a supervisory authority; 

g)	 where the personal data are not collected directly from the data 
subject, any available information as to their source; 

h)	 the existence of automated decision-making, including profiling 
and, at least in those cases, meaningful information about the 
logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject.
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The right of access, then, can be summarised as having three 
components:

	— confirmation as to whether or not personal data are being 
processed;

	— access to the personal data being processed; and

	— information on the processing, on the rights of the data subject, 
and how the data subject can exercise those rights 197

The controller also has an obligation to inform people about the 
processing, or potential processing, of their data. For the Schengen 
Information System, a huge immigration and policing database, the 
EU has produced a guide on how to exercise the rights of access, 
rectification and erasure, including a list of authorities responsible for 
receiving data subject access requests.198

The data controller must cooperate with the data subject if the 
controller cannot identify the information requested. This may involve, 
for example, asking the data subject for additional information with 
which to conduct searches for their personal data.

The controller should also comply with the requirements of article 
12 of the GDPR: “Transparent information, communication and 
modalities for the exercise of the rights of the data subject.” The 
controller is also obliged to communicate data to the applicant in a 
“concise, transparent, intelligible and easily accessible form, using 
clear and plain language.”

There is a deadline of one month for answering a data subject 
access request, though two more months can be added in complex 
cases, or those concerning large amounts of data. Given these 
timelines, if an individual is seeking rapid access to their personal 
data, a request for all of the data held by the controller and/or 
processor may not be a wise strategy.

The controller must not delete any information about a person while 
processing their request for access. The EDPB adds that: “Even 

data that may be incorrect or unlawfully processed will have to be 
provided.”199

Data controllers must use reasonable efforts to ensure the data 
subject is the person they claim to be. This may be as straightforward 
as using an email address already known to the controller. However, 
controllers have to strike a balance: on one side, the need to ensure 
accessibility to redress procedures; on the other, the need to know 
the requester is the person they claim to be. In any case, requests for 
personal data to verify a data subject’s identity should be necessary 
and proportionate.

3.1.2. The right to rectification

Diana Dimitrova, an academic specialising in data protection, 
describes the right to rectification as the “enforcement of the 
principle of data accuracy and completeness.”200 Set out in article 16 
of the GDPR, it allows a data subject to contest any personal data 
they believe to be inaccurate.

Inaccuracy refers to information which are not technically or 
factually accurate. This may include, for example, a misspelt name 
or information that is unlawfully processed. The exercise of this 
right might seem rather mundane. However, a simple error in the 
registration of a person’s name can have serious consequences,201 
including deportation.202

Rectification may include the addition of a supplementary statement 
to personal data that is held about a person. For example, a person 
with the same name as someone listed as ‘wanted’ in a police 
database may regularly be stopped at border crossings, or elsewhere. 
Adding supplementary information to a file could help to prevent this.

3.1.3. The right to deletion

The right to deletion, or erasure, is also known as “the right to be 
forgotten.” In EU law, it first appeared in the 1995 Data Protection 
Directive. The right is not absolute. There are exceptions related to:
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	— freedom of expression and information;

	— compliance with legal obligations;

	— the public interest (for example, public health);

	— scientific or historical research purposes;

	— statistical purposes; and

	— the defence of legal claims.

Its interpretation and scope have evolved over time, in particular with 
the development of the internet.203 The “right to be forgotten” is 
associated with a landmark CJEU ruling against Google. 

The judgment introduced an obligation for online search engines to 
ensure access to the right to deletion. However, as Access Now, a civil 
society organisation defending digital rights, has highlighted:

…the Court also left it up to search engines — that is to say 
private companies — to apply this right and to conduct the very 
delicate exercise of balancing the right to data protection with 
freedom of expression.204 

Article 17 of the GDPR sets out the reasons an individual may 
invoke the right to be forgotten:

a)	 the personal data are no longer necessary for the purposes for 
which they were collected/processed; 

b)	 consent is the only possible legal basis for the processing, and the 
data subject withdraws their consent;

c)	 the data subject objects to the processing and there are no 
overriding legitimate grounds for the processing;

d)	the processing is unlawful;
e)	 personal data should be erased to comply with a legal obligation; 

and
f)	 the personal data concerns a child (under the age of 16) and has 

been unlawfully processed.

It is up to the controller to decide how to implement this right, in light 
of available technology and the cost of implementation. They are also 
responsible for deciding how to best inform other relevant controllers 
that the data subject has requested deletion. 
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3.2. Restrictions
Restrictions on the right of access are laid out in article 23 of the 
GDPR. Restrictions may be permitted for reasons of:

a)	 national security;

b)	 defence;

c)	 public security;

d)	the prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties, including the 
safeguarding against and the prevention of threats to public 
security;

e)	 other important objectives of general public interest of the Union or 
of a Member State, in particular an important economic or financial 
interest of the Union or of a Member State, including monetary, 
budgetary and taxation matters, public health and social security;

f)	 the protection of judicial independence and judicial proceedings;

g)	 the prevention, investigation, detection and prosecution of 
breaches of ethics for regulated professions;

h)	 a monitoring, inspection or regulatory function connected, even 
occasionally, to the exercise of official authority in the cases 
referred to in points (a) to (e) and (g);

i)	 the protection of the data subject or the rights and freedoms of 
others;

j)	 the enforcement of civil law claims.

Any restrictions should respect the principle of proportionality, 
as explained in chapter 2. The EDPB also states that to justify a 
restriction: “the controller must be able to demonstrate that the rights 
or freedoms of others would be adversely affected in the concrete 
situation.”205

The CJEU has ruled that authorities are obliged to document the 
reason(s) a restriction has been invoked by a controller, even in 
cases involving national security. Courts must be able to make an 
assessment of the reason(s) invoked by the authority for processing 
data and restricting access to it.206
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3.3. Automated decision-making 
States and corporations increasingly make important decisions about 
people solely, or largely, by using computers to process personal data. 
However, computer software reflects the inequalities, biases and 
prejudices of the individuals, organisations and societies that produce 
it.

This problem has led to numerous scandals in recent years, in Europe 
and elsewhere. The use of algorithms to assist decision-making on visa 
applications and welfare payments has been particularly prominent.207

Article 22 of the GDPR only allows automated decision-making in 
limited situations, and requires human intervention in decisions that 
produces legal or significant effects for an individual. 

Article 15 of the GDPR lays out special conditions for exercising the 
right of access in the context of automated decision-making. It also 
requires the provision of meaningful information about the logic of any 
algorithms involved and the expected consequences. Legal scholars 
Goodman and Flaxman argue that this confers a right to explanation to 
individuals.208

The CJEU has issued two rulings on the right of access in the context of 
automated decision-making: Schufa Holding209 and Dun & Bradstreet 
Austria.210

Schufa Holding is a company that processes personal data to assess 
the likelihood of a person being able to repay a bank loan. It uses that 
personal data to assign scores to people seeking a loan. A person 
known as OQ was refused a loan because of the score generated by 
Schufa. OQ requested access to the data held about them, and the 
deletion of any incorrect data held by the company. 

The company responded by outlining in broad terms the methods for 
calculating the score. However, they refused to explain the assessment 
process in detail, citing the need to protect trade secrets contained in 
copyrighted software. They also argued that they were not responsible 

for the decision about the loan: they merely provided information to 
the bank, which made the final decision.

The judges rejected these arguments. They ruled that the score played 
a determining role in the granting of credit, and that a “decision” 
could be “a number of acts which may affect the data subject in many 
ways.” 

The duty of a controller when responding to a such a request is, 
according to the CJEU, to: 

…describe the procedure and principles actually applied in such 
a way that the data subject can understand which of his or her 
personal data have been used in what way in the automated 
decision-making at issue…

Importantly, the court also ruled that “the complexity of the 
operations to be carried out in the context of automated decision-
making” cannot relieve the controller “of the duty to provide an 
explanation.”

With regard to profiling, the court said that it would be sufficient 
“to inform the data subject of the extent to which a variation in the 
personal data taken into account would have led to a different result.”

In this decision, the court did not address the argument of Schufa 
that the applicant’s right of access should be disregarded because of 
their interest in protecting trade secrets. Two years later, the CJEU did 
examine this argument, in the case Dun & Bradstreet Austria. 

Like Schufa Holding, Dun & Bradstreet Austria gathers personal data 
and assigns people scores indicating their financial creditworthiness. 
CK was refused a contract by a mobile phone operator because, 
according to a score assigned by Dun & Bradstreet Austria, they were 
not creditworthy enough. 

CK asked for further information about the reasons for the refusal 
and the logic behind it, but were denied an explanation. The company 
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argued that this would endanger the copyright on their software.

The court explained that the right to access underpins other rights 
granted by the GDPR,211 including the right to explanation and the 
prohibition on automated profiling. The controller had to strike a 
balance between the interests of the individual and the company by 
finding “means of communicating personal data that do not infringe 
the rights or freedoms of others.” At a bare minimum, they cannot 
refuse to provide all information to the data subject.212 

Lastly, the court ruled that the national judicial authority should 
analyse the allegedly protected information on behalf of the 
applicant.213 This is intended to strike a balance between the 
individual’s interest in an explanation and the company’s interest in 
secrecy. A booklet by the organisation Privacy Forum provides further 
details on how courts have interpreted the GDPR’s rules on automated 
decision-making.214

3.4. From access to redress
The right of access is one of the core elements of data protection, 
it is a vehicle for transparency and accountability on how 
individuals’ personal data is processed.

-Wojciech Wiewiórowski, European Data Protection Supervisor, 
January 2025215

The right of access, like any transparency measure, does not in and 
of itself create any radical change. But it can play an important role 
in upholding rights, protecting individuals and enabling scrutiny of 
powerful institutions. It can be summarised as a right that underpins 
and amplifies all other data protection rights. With this in mind, it is 
important to understand its limits and some potential drawbacks.

3.4.1. Filing a data subject access request

This section outlines essential information to know before filing a 
data subject access request. It is based on a handbook published by 
European Digital Rights.216 

The first thing to consider is the aim of an access request. For example, 
requests can help to:

	— find out what personal data is being processed, and by whom;

	— understand the extent of a problem (for example, how many other 
agencies or institutions an individual’s data has been shared with);

	— increase scrutiny (by facilitating further requests, advocacy, 
campaigning or journalism);

	— contest unlawful practice (by establishing facts or serving as the 
basis for redress against the controller and/or processor); and

	— grant agency and understanding to affected individuals (by 
obtaining disclosure on data collected and how it was used).

The access request process may be lengthy. It is also worth noting that 
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filing a data subject access request may increase scrutiny or ‘interest’ 
of the authorities in a particular case or individual. Nevertheless, 
despite these limits and potential risks, the right of access can play a 
significant role in seeking redress. 
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SEEKING REDRESS: A POTENTIALLY 
LENGTHY PROCESS

Lengthy procedures can be a significant barrier to obtaining 
access and any subsequent redress. This is particularly the 
case when several authorities are involved. Frank van der 
Linde, a Dutch political activist, has extensive experience of 
this problem.

In 2018, van der Linde requested his file from the police 
in the Netherlands. The information released showed 
his information had been shared with Europol and thus, 
potentially, with multiple other police forces. Seven years 
later, he has still not had full access to his file, and is now 
seeking compensation from Europol.217

It is also important to note that van der Linde is in a 
position of relative security compared to others who 
might seek access to data about them, in particular those 
in the immigration and asylum systems. Applicants must 
present a copy of an identity document to file a request 
with the police.218 The data protection principle of purpose 
limitation should prevent the sharing of the access request 
with other officials or authorities, but the mere risk should 
be taken into account by people in a vulnerable situation.219 

3.4.2. Seeking redress

Redress for violations of data protection law can be sought with the 
entity processing an individual’s personal data, or with the national 
data protection authority. Individuals can also, in parallel to other 
forms of redress, bring legal proceedings.  

Data protection officer

Article 37 of the GDPR requires that the controller and processor 
designate a data protection officer (DPO) when the processing of 
personal data:

	— is carried by a public authority or body;

	— requires regular and systematic monitoring of data subjects on a 
large scale; or

	— concerns special categories of data or personal data relating to 
criminal convictions and offences.

The nature of the DPO’s role is further explained in article 38 of 
the GDPR. They should be independent from the controller and the 
processor and should not be given instructions on how to exercise 
their work. For the CJEU, this functional independence means 
that they should be protected from unjustified termination of their 
employment.220

The DPO can be contacted by the data subject with regard to the 
exercise of their rights. Under the law they are bound by secrecy and 
confidentiality in the performance of their tasks. Contact details for 
the DPO must be included in the legal entity’s privacy notice on their 
website.

Article 39 of the GDPR lays out the tasks of the DPO. They should 
inform and advise, monitor compliance (in particular vis-à-vis data 
protection impact assessments), cooperate with the supervisory 
authority and act as a contact point for the supervisory authority.  
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A June 2022 judgment of the CJEU, in the case Ligue des droits 
humains, confirmed the importance of DPOs. The judgment called on 
member states to make sure that DPOs working for public authorities 
are provided with the material and human resources necessary to 
carry out their tasks.221 

The ruling also affirmed that the lawfulness of automated processing 
for law enforcement purposes “must be open for review” by the DPO, 
the national data protection authority, and national courts.222

National data protection authorities (DPAs) 

To guarantee the enforcement of the right to data protection, article 
51 of the GDPR requires that member states set up independent 
public authorities in charge of monitoring the application of 
the law. These are known as national data protection authorities or 
DPAs.223

The tasks of DPAs are laid out in article 57 of the GDPR. Their role 
includes:

	— providing information on people’s rights, including by raising public 
awareness;

	— advising member states on legislative and administrative measures;

	— responding to individual requests; and

	— investigating alleged violations of the law. 

Article 77 of the GDPR gives individuals the right to complain to a 
supervisory authority. There is no charge for filing a complaint with a 
DPA. Only where requests are manifestly unfounded or excessive can 
the DPA charge a reasonable fee or refuse to act.

The question of what precisely constitutes “manifestly unfounded 
or excessive” was examined by the CJEU in Österreichische 
Datenschutzbehörde. The court ruled that the terms should be 
interpreted strictly.224

In the same case, the court also reminded member states that they 
are obliged to ensure their DPA has the human, technical and financial 
resources, premises and infrastructure necessary for the effective 
performance of its tasks and exercise of its powers.225 A 2022 survey 
found that over 80% of DPAs in the EU were underfunded and faced 
difficulties carrying out their work as a result.226

When the Law Enforcement Directive came into force in 2018, DPAs 
were granted the right to carry out checks on the legality of 
personal data processing by law enforcement authorities. However, 
not all EU member states have implemented this requirement.227

Judicial authorities

The right to judicial remedy is set out in article 78 of the GDPR. 
Article 79 of the GDPR states that an individual can file a complaint 
with a court against a supervisory authority decision, or against a 
controller or processor.

Judicial authorities are considered to be the last potential site of 
redress for data protection violations. Nevertheless, judicial redress 
is “without prejudice to any available administrative or non-judicial 
remedy, including the right to lodge a complaint with a supervisory 
authority”. A person can file a case against a controller or a processor 
at the supervisory authority while in parallel filing a case in court.

To bring a case for compensation for the unlawful processing of data, 
an individual can make a request directly to the controller. In case 
of refusal, they can complain to a court in the controller’s country of 
establishment. When the controller is an EU agency, the individual 
should seek compensation at the CJEU.228

The right to compensation covers any material and non-material 
damage, including impact on reputation and mental health. This 
could also cover, in some cases, the time an individual has spent 
seeking redress for a violation. Frank van der Linde, for example, is 
seeking compensation from Europol for the five years he has spent 
seeking access to his file.



80

Where there are two or more controllers acting jointly, a case can be 
brought against one, several or all of them. The burden of proof for 
determining joint responsibility lies with the controller. In the case 
Kočner v. Europol, the CJEU recognised that the individual only had 
to establish the existence of “unlawful data processing which caused 
him or her to suffer damage.” Attributing responsibility for unlawful 
processing is not up to the individual.229 
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CASE STUDY: THE SCHENGEN INFORMATION 
SYSTEM AND DATA PROTECTION RIGHTS

For over three decades, the effectiveness of the right to data 
protection in one of the world’s largest law enforcement and 
immigration databases – the EU’s Schengen Information System (SIS) 
– was a secret. It was not until 2023, when a new law entered into 
force, that record-keeping was made mandatory. Every national data 
protection authority must now produce annual statistics and forward 
them to the European Data Protection Board (EDPB).

Statewatch made an access to documents request to the EDPB for 
the national statistics forwarded by national DPAs. The data on Italy is 
particularly notable. In 2023, the country denied all requests – more 
than 4,500 – from people seeking access to data about them stored 
in the SIS. In most cases, the people filing those requests were seeking 
information about entry bans or deportation orders. These decisions 
have a profound impact on people’s livelihoods and, in some cases, 
their survival.

The Italian authorities had been systematically lying to people 
seeking access to their data. A 2021 report said the Italian authorities’ 
standard response to requests was that “the data subject has no entry 
bans in the Schengen Territory.” The evaluation described this as 
“misleading” in cases where the information was held, but was denied 
“for instance due to threats to public or national security.”230

This type of practice recently faced scrutiny in the highest Italian 
appeal court, in a case that lasted more than 15 years.

Muhamed Dihani was arrested by the Moroccan authorities in 2009 
and charged with incitement to terrorism because he campaigned 
for Western Sahara’s independence.231 He was detained for four years 
and tortured. After he was released, he tried to reach Italy, to seek 
treatment and rehabilitation.

He applied for a visa to enter Italy but was refused because of an alert 
in the SIS: he was deemed a threat to national security because of his 
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involvement in terrorism. For years, the Italian authorities refused to 
give access to the file. Judges involved in the case were also denied 
access to the information.

In January 2025, the Italian Court of Cassation ruled that the entry 
ban should be discarded due to its basis in the information sent by the 
Moroccan authorities. This followed a Court of Appeal ruling that said 
judicial authorities should have the “power to supervise and verify the 
processing of data, even in contexts related to national security.”
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