EUROPEAN UNION Brussels, 1 April 1997
THE COUNCIL

6972197
LIMITE
JUSTPEN 21
QUTCOME OF PROCEEDINGS
of: Working Party on Mutual Assistance in Criminal Matters

on: 19 and 20 March 1997

1.  Adoption of the agenda

The agenda set out in Telex No 1044 of 10 March 1997 was adopted with the addition
of the points dealt with under other business below.

2. Seizure and restitution
Docs 9706/96 JUSTPEN 116
5428/97 JUSTPEN 4

The Working Party examined this item on the basis of a document submitted by the Finnish
delegation {9706/96 JUSTPEN 116) and a document submitted by the French delegation
{5428/27 JUSTPEN 4}. The two delegations presented their contributions and outlined in
general their ideas and intentions regarding the subject. The French delegation observed,
that although 5428/97 JUSTPEN 4 focused on seizure and restitution of cultural goods,
the delegation envisaged to deal with all problems related to seizure and restitution of

goods in general,
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In this context, the Commission representative recalled that the Council within the
framework of the First Pillar had adopted Council Regulation (EEC) No 3911/82 of 9
December 1992 on the export of cultural goods'” and Council Directive 93/7/EEC of
15 March 1993 on the return of cultural objects unlawfully removed from the territory
of a Member State®, He observed, that for the purpose of the debate it should be
borne in mind that Article K. 1 of the TEU provides that activities within the Third Pillar
are without prejudice to the powers of the European Community. Delegations
recognized this and underlined the general need for ensuring coherence between First

Pillar and Third Pillar proceedings and instruments.
a} Restitution

As indicated in JUSTPEN 116, provisions relevant for restitution are contained in
Articles 3 and 6 of the 1959 Euwropean Convention on mutual assistance in criminal
matters and in Resolution {77136 on the practical application of that Convention. The
Working Party discussed as a first step whether it would be appropriate to establish
separate rules covering restitution in general and providing that requests could be made
t0 seize goods for the sole purpose of restitution of the goods to the rightful owner.
It was generally agreed that this type of assistance could involve questions falling
within civil law and would fall outside the scope of a Convention on mutual assistance
in criminal matters. In the framework of mutual assistance in criminal matters, goods
are seized as a part of criminal proceedings for the purpose of procuring evidence. [t
was on that basis agreed to concentrate on a possible improvement of the rules on
mutual assistance in criminal matters by providing for restitution where possible when
goods have been seized by the requested Member State and used as evidence in the
requesting Member State. This approach was in line with the contents of Resolution
{77)36.

The Presidency has in the light of the debate on this point established the following

conclusions:

9 0J No L 395, 31.12.92, page 1

2 0J No L 74, 27.03.93, page 74.
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The Working Party concluded the followina:

The Working Party is of the opinion that Article 6 of the 1959 European Convention
on mutual assistance in criminal matters should be supplemented by the inclusion in
the draft Convention on mutual assistance of an article covering the contents of
Resolution (77136 on the practical application of the 1889 Convention. Such a
provision would imply that restitution would be provided for within the framework of
mutual assistance in criminal matters in cases where the ownership regarding goods

used as evidence is not disputed.
b} _Seizure

Upon request by the French delegation, the working Party had a first discussion on
whether the principle of double criminality could be derogated from concerning

requests for seizure in cases where seizure would be possible without search.

In addition to documents JUSTPEN 4 and JUSTPEN 1186, delegations received in the
form of room documents information on the reservations made by EU Member States
to Article b of the 1959 Convention on mutual assistance in criminal matters in respect
of search and seizure and the text of Article 51 of the Schengen application

Convention.

It was suggested that it should be further examined if Member States having made
declarations to Article 5 of the 1958 Convention regarding search and seizure could lift
their reservations, and if the 13 Member States parties to the Schengen application
Convention would be prepared to go further than prloVided for in Article 51 of that
Convention, in particular regarding the principle of double criminality. It was recalled
that some minor steps away from the principle of double criminality had been taken
during the last few years. Reference was in this context made to the 1990 Convention
on laundering, search, seizure and confiscation of the proceeds from crime, the Joint
Action of 15 July 1996 concerning action to combat racism and xenophobia and the
Joint Action of 24 February 1997 concerning action to combat trafficking in human

beings and sexual exploitation of children.

it was agreed to come back to the issue at a future meeting.
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c) Need for measures in urgent cases

It was agreed to examine the questions on measures in urgent cases set out in

JUSTPEN 116, pages 7-9, at a future meeting.

Mu;ua! assistance in criminal matters perpetrated over the INTERNET
- Information received from delegations pursuant to doc. 11911/96 JUSTPEN 146
Docs  11911/JUSTPEN 146

The information received from delegations pursuant to doc. 11911/96 JUSTPEN 146
regarding difficulties encountered concerning judicial cooperation in respect of investigation

into INTERNET crime was circulated as a room document.

This information showed that most Member States had little or no experience in this field.
The few cases that had arisen involved third countries and did not involve other Member
States. The questions which had arisen in those cases were linked with the practical
functioning and "organization” of the INTERNET and not with mutual assistance in criminal

matters.

The Working Party was informed, that the Council of Europe had established a committee
of experts on crime in cyber-space {PC-CY). The terms of reference of that committee,
which are set out in the Annex, imply the drafting of a legally binding instrument. The
instrisment should contain substantive provisions on offences committed through the use
of telecommunications networks, e.g. the INTERNET, as well as provisions relating to
international cooperation in the investigation of such offences. The committee will meet
in April 1997. It is noted, that the USA have been invited to participate.

The Commission representative observed, that the Commission on 16 October 1996 has
forwarded a communication to the European Parliament, the Council, the Economic and
Social Committee and the Committee of the Regions on illegal and harmful content on fhe
INTERNET (COM({96}487).
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- The Presidency has established the following conclusions:

The working Party concluded the following:

The Working Party has examined if Member States have encountered problems in the field
of judicial cooperation in relation to offences perpetrated by the use of the INTERNET, Most
Member States have at present little or no experience in this area. The introduction of a
provision in the draft Convention on mutual assistance regarding INTERNET would
therefore be premature at this stage. At the same time, the Working Party agrees, that the
developments in this area, including the activities in the Council of Europe, should be
followed closely, and that it most likely will be necessary to reexamine the issue in the

future.

Continued examination of

a) admissibility of evidence regarding facts lawfully established by the competent

authorities of another Miember State.

b} mutual assistance in administrative proceedings which may give rise to criminal
proceedings _
Docs, 6845/96 JUSTPEN b4 (Article 7(2),(3} and (5)
10135/96 JUSTPEN 120 (Article 6{1) and {2)
6556/97 JUSTPEN 18

The conclusions set out in point 3 a) of 6556/97 JUSTPEN 18 regarding_direct contacts
and investigations in concert {Article 7{2) and {3) of 6845/96 JUSTPEN 54 were

confirmed.
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Concerning the admissibility of evidence, the Commission representative recalled that the
Commission in Article 10{4) of its proposal for a Second Protocol to the Fraud Convention
{see 4727/26 JUSTPEN 17) has proposed the introduction of the principle that "facts
lawfully established in one Member State shall in all the other Member States constitute
admissible evidence in the same way as evidence established in accordance with national
law" {"free movement of evidence"}. He suggested, by way of compromise, a text
providing that "without prejudice to the fundamental principles of law of the Member
States, facts lawfully established by the competent authorities in a Member State shall

constitute admissibie evidence in all the other Member States®.

However, the delegations wouid not be able to accept this approach, which in their view
would intervene in an unacceptable way in the margin of appreciation of the nationai judge

in individual cases.

The Presidency has on the basis of the debate drawn the following conclusions:

The Working Party conciuded the following:

1 The text of Article 7(5} of 6845/36 JUSTPEN 54 appears to merely reflect the existing
situation. It would therefore not improve judicial cooperation to inciude the provision
in the draft Convention on mutual assistance. For the same reason it would not be
appropriate to include the provision in the draft Second Protocol to the Fraud

Convention either.

Concerning mutual assistance in_administrative proceedings, the following conclusions
were drawn at the previous meeting:

"The Working Party concluded the following:

14 delegations, subject to scrutiny reservations by two of these delegations, were in
favour of extending the scope of Article 49(a} of the 1990 Schengen Convention by
duplicating this provision in the draft Convention on mutual assistance. One delegation,
alithough in favour of this type of cooperation, was not in favour of the duplication of

the said Article in the draft Convention on mutual assistance.”
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The Chairman asked delegations having experience concerning the application of Article
49(a) of the Shengen Convention to give information on that to the two delegations having
laid down scrutiny reservations (IR and UK}, and concluded that the Working Party will

reexamine the issue at the next meeting.

Legal interception of satellite telecommunications
Docs 12290/1/96 JUSTPEN 150 ENFOPOL 208 REV 1
12939/96 JUSTPEN 159 ENFOPOL 230
6171/97 JUSTPEN 13
6483/97 JUSTPEN 17
6878/97 JUSTPEN 20

The results of the examination of the subject of legal interception of satellite
telecommunications at the meeting of the Working Party on 10 and 11 February 1987 are
set out in 6171/97 JUSTPEN 13,

Following the meeting in February, two of the Member States likely to host a ground
station in the future had communicated their views in writing on the role of the Member
State hosting the ground station regarding real time interception of satellite
telecommunications. These contributions are set out in 6483/97 JUSTPEN 17 {ltaly) and
6878/97 JUSTPEN 20 (France).

Germany, the United Kingdom and Finland are also likely to host ground stations.

The Working Party agreed to concentrate on the issue of real time interception of satellite
telecommunications and postpone the debate regarding where possible new rules should
be introduced (in a separate instrument or in the draft Convention on mutual assistance)
and what these rules should cover (all kinds of telecommunications or satellite

telecommunications only) to a later stage.
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Concerning the technical side of the subject , the Working Party had so far worked on the

following basis:

1. Telecommunications are sent from a hand-held unit to a satellite. The satellite passes
on the communications to a ground station. The communications are then routed from
the ground station through the ground system via cable and/or radio waves to the unit

called. Each system will have {only) one ground station in Europe.

2. The following simple and most commaon situation should be considered as a first step:
P1 in Member State A calls P2 in the same Member State. The signal goes from P1 to
a satellite, then from the satellite to a ground station in Member State B and then from
the ground station to P2. Member State A wants to intercept and monitor in real time

calls to and from P1.

3. More complicated situations would need to be examined, including the following: P1
goes from Member State A to Member State B. He then calls P2 in Member State A.
The signal goes via a satellite through a ground station in Member State C on its way.

Member State A wants to intercept and monitor in real time calls to and from P1.

4. Interception has to be physically activated at the ground station. The interception can
be activated either at the ground station itself or, depending on the system, by remote

control from somewhere eise in the world.

In this context, the United Kingdom delegation informed the Working Party, that two types
of ground stations are technically possible and are likely to be established. In some systems
the ground station may have technology and staff making it possible to execute the
interception at the ground station itself. In other systems the physical activation in the
ground station of the interception may (only) be executed by remote controf from a control
station somewhere else. The control station could even be situated outside the territory of

the Eurcpean Union.
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On the basis of the observations made by delegations regarding the example set out under

point 2 above, the Chairman established the following preliminary conclusions:

1} When satellite telecommunications services become available, it is of utmost
importance thatinterception and real time monitoring is technically and legally possible,
and that a procedure, making the efficient and rapid execution of interception and real

time monitoring possible, is in place.

2) i should be technically possible to execute interception and monitoring regarding
satellite telecommunications services available on the market within the European
Union without the involvement of third countries. It is of great importance, that
Member States only grant licenses under this condition to operators of satellite
telecommunications systems who offer their services within the territory of the
European Union. Furthermore, it would be useful if the need for fulfilling this condition
was communicated to the future operators of satellite telecommunications systems in

Europe,

3} The 1950 Convention for the protection human rights and fundamental freedoms, and
in particular  Article 8 thereof, must be complied with when intercepting and

monitoring telecommunications.

4) All Member States are parties to the 1950 Convention and have confidence in each
others legislation on interception and monitoring of telecommunications regarding the

compliance with the provisions of that Convention.

B) The main responsibility for complying with Article 8 of the 1950 Convention lies with
the Member State requesting real time interception and performing the monitoring.
However, the interception is technically activated at the ground station, either directly
by staff at the ground station or by remote control from somewhere else. The
interception therefore involves aresponsibility for the Member State hosting the ground

station as well,
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6} It needs to be further examined exactly what the role of the ground station should be
and which procedures should apply regarding the cooperation between the Member

States which may be involved (see examples above}.

It was agreed to reexamine the issue of interception at the next meeting of the working

party.

Other business

a] Delegations, which had not yet done so, were asked to forward their contributions to

the Secretariat regarding

- the questionnaire regarding the analysis of existing conventions in the field of
judicial cooperation in criminal matters (11810/1/98 REV 1 JUSTPEN 145!} before
the 1 March 1997, and

- the information on national law and practice on and case-law relevant to
international cooperation in criminal matters along the lines of the information
submitted by the UK to the Council of Europe {PC-OC/INF{26) 10(REV}} before the
1 April 1897.

b} The Working Party reviewed the conclusions on "modern cross-border investigation
methods" established at its meeting on 26 and 27 February 1997 and set out in
6556/97 JUSTPEN 18 with a view to the inclusion of these conelusionsg in the report
to be submitted to the Council. The Working Party agreed on these conclusions with
the understanding that the conclusions on "controlled deliveries" should read as

follows:
1. Controlled deliveries.

The United Nations 1988 Convention against illicit traffic in narcotic drugs and

psychotropic substances'” provides in its Article 1{g) a definition of controlled

) Signed by all Member States, and ratified by all Member States except Austria.
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deliveries, which basically covers the technique of allowing illicit or suspect
consignments of drugs to pass out of, through or into the territory of one or more
countries, with the knowledge and under the supervision of their competent
authorities, with a view to identifying persons involved in the commission of certain
drugs-related offences. Article 11 of the Convention contains an obligation for the

parties to allow for controlled deliveries under certain conditions if permitted by the

basic principles of their domestic legislation.

The European Union manual on controlled deliveries set out in 10465/1/96 REV 1
ENFOPOL 151 shows that all Member States consent to the use of this method.

However, the 1888 Convention only covers drugs and there are no general
international rules in existence regarding controlled deliveries of other property

{arms, money etc), although there appears to be a need for such rules.

Furthermore, in some Member States the police or the customs authorities are
competent to authorize controiled deliveries, whereas in a number of other Member
States the competent authority is a judicial authority. Direct contacts between the
competent police, customs and judicial authorities of different Member States are
therefore important in this area. However, there are currently no provisions in

existence providing for such direct contacts.

The Working Party concluded the followina:

The Convention on mutual assistance should contain:

a, A substantive rule to the effect that Member States undertake to provide
mutual assistance regarding controlied deliveries of not only drugs, but of all
kinds of goods, in cases concerning the investigation of serious offences and
offences related to international organized crime. Minor offences should not be
covered. The conditions applicable and the procedures to be followed in
individual cases are to be determined within the context of the national law of
the requested Member State.
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b. A procedural rule to the effect that requests for assistance may be exchanged
directly between the competent authorities of the Member States, both in the
case where judicial authorities are competent in both Member States involved
and in the case where a judicial authority is competent in one Member State
and a customs or police authority is competent in the other Member State. A
provision on the exchange of requests in the case where police or customs
authorities are competent in both Member States involved .would fall outside
the scope of the Convention.

¢} The Chairman invited delegations to provide information to the Secretariat (Att.
Bent Mejborn, fax 32 2 285 81 54) on any national legislation that may exist in
their countries regarding hearing of witnesses and experts at a distance by video

conference.'V

W A seminar on legal and practical aspects of hearing at a distance means in criminal
proceedings took place on 13 and 14 March 1997 in Madrid on the initiative of the
Spanish, French and Italian delegations. The conclusions drawn at the seminar are set
out in 7073/97 JUSTPEN 24,
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L.

Name of the Committee:

ANNEX

SPECIFIC TERMS OF REFERENCE

DECISION CDPC/103/211196

COMMITTEE OF EXPERTS ON CRIME
IN CYBER-SPACE (PC-CY)

Type of the Committee: Committee of Experts

Source of terms of reference:

European Committee on Crime Problems
(CDPC) -

Terms of reference:

The fast developments in the field of information technology have a direct bearing
on all sections of modern society. The integration of telecommunication and
information systerns, enabling the storage and transmission, regardless of distance, of
all kinds of communication opens a2 whole range of new possibilities, These
developments were boosted by the emergence of information super-highways and

networks, including the Internet, through which virtually anybody will be able to have

access to any electronic information service irrespective of where in the world he is
located. By connecting to cormmunication and information services users create a
kind of comunon space, called "cyber-space”, which is used for legitimate purposes
but may also be the subject of misuse. These "cyber-space offences” are either
cornrnitted against the integrity, availability, and confidentiality of computer systems
and telecommunication networks or they consist of the use of such networks of their
services to commit traditional offences. The wansborder character of such offences,
e.g. when commitied through the Interset, is in conflict with the tcmtonahty of
national law enforcement authorities.

The criminal law must therefore keep abreast of these technological developments
which offer Iughly sophisticated oppommmcs for misusing facilities of the cyber-
space and causing damage to legitimate interests. Given the cross-border nature of

‘information networks, a concerted intsrnational effort is needed to deal with such

misuse. Whilst Recommendation No (89) 9 resulted in the approximation of natiopal

. __;concepts regarding certain forms of computer misuse, only a binding international
mstrumc.nt can ensurc the necessary efficiency in the fight against these now
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phenomena. In the framework of such an insgrument, in addmon.to :measures of

international co-Operation, questions of substantive and procednml iaw, as weil as
matters that are closcly connected with the use of information tccl;_nology. should be .

addn:sscd

. ﬁ

¢. The Committes’s 'tu-ms of reference are as follows:

Examine, in the light of Recommendations Mo R (89) 9 on computer-related crime and
No R (95} 13 concerming problems of criminal procedural law connected with information
technology, in particular the following subjects:

D

1)

ane

iil)

iv)

cyber-space offences, in particular those committed thmugh the use of
telecormnmunication networks, e.g. the Internet, such as 1llcgal money
transactions, offering illegal services, violation of copyright, as well as
those which violate human dignity and the protection of minors;

other substantive criminal law issues where a common approach may be
necessary for the purposes of international co-operation such as definitions,
sanctions and responsibility of the actors in cyber-space, including Internet
service providers;

the use, including the possibility of transborder use, and the applicability
of coercive powers in a technological environment, e.g. interception of
telecommunications and electronic surveillance of information networks,
e.g. via the Internet, search and seizwre in information-processing systems
(including Internet sites), rendering illegal material inaccessible and
requiring service providers to comply with special obligations, taking into
account the problems caused by particular measures of information
security, e.g. encryption;

the question of jurisdiction in relation to information technology offences,
e.g. to determine the place where the offence was committed (locus delicti)
and which law should accordingly apply, including the problem of ne bis
idern in the case of multiple jurisdictions and the question how to solve
positive jurisdiction conflicts and how to avoid negative jurisdiction
conflicts;

questions of international co-operation in the investigation of cyber-space
offences, in close co-operation with the Committee of Experts on the
Operation of European Conventions in the Penal Field (PC-OC).

The Committee should draft a binding legal instrument, as far as possible, on the
items i) - v), with particular emphasis on international Questions and, if appropriate,
accessory recommendations regarding specific issues. The Committee may make
suggestions on other issues in the light of technological developments.
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7.

Membership of the Committee:

a.

One expert appointed by the Government of each of the following member States:
Belgium, Bulgaria, Czech Republic, Estonia, Finland, France, Germany, Greece, Italy,
Latvia, Netherlands (*), Portugal (*), Sweden, “The Former Yugoslav Republic of
Macedonia",

(*) participate at their own expense
as well as two scientific experts appointed by the Secretariat.

The Council of Europe’s budget bears the travel expenses of one expert from each
of the above-mentoned member States (save Netherlands and Portugal), as well as
those of the two scientific experts.

Members’ desirable qualifications: prosecutors or judges dealing with computer crime
cases, experts in the ficld of substantive and procedural law aspects of computer
crime, experts having carried out research in this field; persons appointed should also
have international experience and sufficient knowledge of the technical aspects of
computer crime. Members of previous Council of Europe expert committees on
computer-related crime would be preferable.

The Commission of the European Communities and the Secretariat General of the
Council of the European Union may send a representative to meetings of the
Committee, without the right to vote or defrayal of expenses.

The following States or Organisations may send a representative to meetings of the
Committee, without the right to vote or defrayal of expenses:
- United States of America, Canada, Japan

The Bureau of the CDPC may authorise the admission of other observers to the
Comumittec,
Working structures and methods:-
+Duration:
These terms of reference will expire on 31 December 1999.
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