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possible, transfer-learning and fine-tuning techniques shall be deployed in order to adapt the
models respectively.

The validation of data and test data shall be performed keeping in mind the data minimisation
principle and the need to have representative data sets.

The output data shall regularly be reviewed in order to detect and correct errors without undue
delay to prevent further propagation in Europol’s systems.

6.2. Commentary

It is crucial to ensure that the training data reflects the data that ultimately will be processed by
the model. This is due to the fact that if the training data does not statistically reflect the
operational data, the model will suffer from sample bias (sometimes called selection bias).

Accuracy requirements can differ depending on the underlying business case. An example would
be a machine learning model with the aim to find images depicting torture in very large datasets.
Those images might be very rare so that the machine learning accuracy rate might be
comparatively low. However, even such a low accuracy might be very much appreciated by the
operational business.

Even though that not all entries in the training data will be accurate, errors in the output data
need to receive the necessary attention since errors in the model’s output, whatever their source,
if left unchecked, might be detected very late in the operational processes, which will lead to a
rapidly increasing number of propagation errors which ultimately will lead to poor data quality.

7. Human Intervention

7.1. Policy Statement

Any output produced by the development and use of machine learning tools shall undergo human
validation before being included into any operational analysis or other reports in the fulfiiment
of Europol’s mandate.

In case the automated results produced by machine learning tools are assessed as false positive
or false negative, the human intervention shall provide feedback for the retraining of the machine
learning models. This feedback shall be recorded by Europol.

7.2. Commentary

Article 30(4) of the Europol Regulation does not allow for decisions of competent authorities that
produce adverse legal effects for the data subjects to be based solely on automated processing
of sensitive data.

The processing of personal data in the context of the development and use of machine learning
tools at Europol involves systematic human intervention, evaluation and validation by Europol
expert staff of the Operations Directorate on the relevance of the output. Human validation is
an inherent step of the process. It verifies that the assessment of the source information
corresponds to the search result, so as to ensure that the output of the system is faultless.

Therefore, no automatic decision-making will take place based on the results of using the tools,
and every result delivered by the machine learning toolbox will be verified by the operational
experts.

Human intervention is also guaranteed before the use of the machine learning models when
training, testing and validating them. Once the machine learning models have been selected

and adapted by the members of the Capabilities Department, their results are manually reviewed
by selected members of the Operations Directorate who provide qualitative feedback and manual
annotations that can be used for further fine tuning the models to achieve better performance.
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8. Data Retention

8.1. Policy Statement

Personal data shall only be processed as long as it is necessary for the development and use of
machine learning tools for the purpose of operational analysis.

8.2. Commentary

The machine learning model training sets of data containing all the manually annotated data
items will be kept only as long as it is necessary for modifying and improving the algorithm. In
this respect, the retention of the training data sets shall be justified and adequately recorded by
Europol and reviewed before expiration of three years. After expiration, training data should be
archived until prosecution has been completed, as a court may require legal access to or
information about the training data to determine the validity of the analytical approach in court
proceedings.

Also the retention of personal data in the context of operational analysis will be implemented in
accordance with all rules further implementing Article 31 ER.

9. Data Security

9.1. Policy Statement

Europol shall take all the necessary and appropriate technical and organisational security
measures to protect personal data against accidental or unlawful destructions, accidental loss or
unauthorized disclosure, alteration and access or any other form of unauthorized processing.

This includes but is not limited to conducting a security risk assessment for the machine learning
environment and the tools as well as the boundaries/interfaces of the machine learning models
to ensure confidentiality, availability and integrity of the processing of personal data in the
context of the development and use of machine learning models for the purpose of operational
analysis.

Europol shall ensure that all software components of the tools and systems are at their latest
security patch, periodic access list reviews are implemented, logs are regularly reviewed as
necessary.

9.2. Commentary

Article 32 of the Europol Regulation requires Europol to take all the necessary and appropriate
technical and organisational security measures to protect personal data against accidental or
unlawful destructions, accidental loss or unauthorized disclosure, alteration and access or any
other form of unauthorized processing. Article 4(1)(a)

The machine learning environment at Europol requires “accountability on security”, meaning that
a security framework is applied and that rules on data management, data governance and risk
management are clearly defined. Europol is aware that the use of various new tools and
frameworks, the involvement of new people (stakeholder groups) and the development of new
systems or combinations of systems requires a thorough analysis of the data flows and of the
security risks.

Article 4(1)(a)
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The use of new technologies in Europol’s technical environment are deployed with measures that
ensure the prevention and early detection of any personal data breach. Europol ensures that in
case of a personal data breach the EDPS as well as the competent authorities of the Member
States concerned as well as the provider of the personal data are notified according to Article 34

of the Europol Regulation. A security incident response plan will be immediately activated in case
of a security incident in the machine learning environment.

Europol ensures that all stakeholders have a complete understanding of security and privacy.
Data protection by design and by default, data classification, data protection techniques, secure
methods of authentication, privacy principles, are elements that are and have to continuously
be well defined in the organization.

Europol shall ensure that all stakeholders have, based on their function and role, the approprlate
training and knowledge of security and privacy.

A thorough monitoring and security hygiene of the machine learning toolbox environment will
be ensured.

10. Auditing

10.1. Policy statement

Any access to personal data in the context of the development and use of machine learning tools
for the purpose of operational analysis shall be traceable and logged for auditing purposes.

It is the responsibility of the Capabilities Department to ensure that the development and use of
machine learning tools for the purpose of operational analysis are set up to comply with this
requirement.

The log files shall be stored in a protected environment accessible only to officials specifically
nominated for this purpose in their role as Security and Data Protection Function staff.

All actions performed by auditors shall be logged in order to allow ‘auditing the auditors’.

10.2. Commentary

In order to comply with the data protection and information assurance regime at Europol all
processing operations upon personal data in the context of the development and use of machine
learning tools for the purpose of operational analysis must be logged.

Whenever technically possible, the log files must be sent to the Unified Auditing Solution (UAS)
enabling auditors to establish which data have been used for training, validation and operational
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analysis. The UAS should also be capable of tracing the propagation of data coming from the
machine learning models in the operational databases.

In cases in which log files cannot be sent to the UAS, the log files must be kept locally and must
be made accessible for auditing purposes.

Article 4(1)(a)

The following activities shall constitute an unacceptable use of machine learning tools. The list
below is by no means exhaustive, but attempts to provide a framework for activities which fall
into the category of unauthorised development and use of machine learning tools:

11. Unacceptable Use

e Any violation of the principles related to the development and use of machine
learning tools as specified in this policy.

e Support of information collection outside of Europol’s mandate.
¢ Deliberately introducing data bias.

¢ Any development or use of machine learning tools with the aim to produce
discriminatory effects on people.

¢ Any development or use of machine learning tools for personal purposes.

12. Review of the Policy

This policy shall be reviewed every time there is an organisational or legal change that affects
this policy, or earlier if requested by one of the parties involved in the process.

13. Entry into Force
This policy shall be published in the Europol Vademecum and shall enter into force the day after
its publication.

Done at The Hague on 11/06/21

Signed by

"Article 4(1)(b)

PUBLIC
Document made partially accessible to tha public am:

15 OKT. 2024
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