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During its formal meeting on 31 January 2023, the Steering Group (SG) of the EU Innovation Hub
for Internal Security (Hub) examined and approved the draft “EU Innovation Hub for Internal
Security — multi-annual planning of activities 2023-2026” and recommends its presentation to
COSI at the first meeting planned during the Swedish Presidency of the Council of the EU

on 22 February 2023.

Conscious of the absence of a legal personality of the Tnnovation Hub and its set-up as a
collaborative platform of its participating members, the absence of a dedicated EU budget and the
limited resources of the Hub! to implement its draft activity plan, remain matters of concern for

the Hub SG.

Acknowledging the Hub’s current (non-institutionalised) status, the SG is secking ways of
supporting the Hub to enable it to fulfil its mission, and in particular to implement its multi-annual

activity plan 2023-2026 for the benefit of the EU security innovation stakeholder community.

2 Specified in more detail in particular in the Hub’s annual report 2021, 9622/22, and
discussed at COSI in previous meetings.
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Aware that Hub members’ Work Programmes for 2023 were completed in line with the
participating Agencies’ planning procedures ahead of the drafting of this multi-annual Hub activity
plan, the respective resource commitments, if not earmarked already, will have to remain limited for

the year 2023 and present a big risk for the Hub’s planned activities in 2023.

However, the SG underlines the opportunity to address this matter in the agencies’ upcoming
programming documents for the year 2024 and beyond. The SG calls upon COSI to request the Hub
members to earmark dedicated resources for the implementation of Hub activities in their respective
annual planning documents at the next available opportunity, with a view to strengthening the

Hub’s capabilities and to enable a sustainable working approach for the future.
At the same time, the Hub will continue to seek to identify alternative/additional sources of funding.

COSI is invited to discuss and advise the Hub members accordingly.
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The EU Innovation Hub for Internal Security

The EU Innovation Hub for Internal Security (the Hub) is a collaborative network of
innovation labs that was endorsed by the Ministers of Home Affairs in December 2019
and, subsequently, established by the Council’s Standing Committee on Operational
Cooperation on Internal Security (COSI) in February 2020. The EU Innovation Hub is a
cross-sectorial EU platform and aims to ensure coordination and collaboration between all
innovation actors in the wider field of the internal security. The Innovation Hub, being
composed of various EU Agencies, European Commission (DG HOME and JRC), the
Council General Secretariat and the Office of the EU Counter Terrorism Coordinator,
works to provide the latest innovation updates and effective solutions to suppotrt the efforts
of internal security actors in the EU and its Member States (MS), including justice, border

security, immigration, asylum and law enforcement practitioners.

In performing the role described above, the vision of the Hub in the coming years is a

thriving internal security innovation ecosystem in which:
- Funding programmes respond to security actors’ current and future needs;
- The results of security research are taken up by practitioners to achieve results;

- Innovative solutions in one area of internal security are shared and applied in other

areas;

- Scarce resources at national and EU level are allocated based on a shared

understanding of opportunities, priorities and existing initiatives; and

- Greater visibility of innovation successes leads to increased understanding and

uptake.
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1. Introduction

The document at hand aims to answer COSI’s request for a Hub multi-annual implementation plan
of the priorities approved by its Steering Group (SG). These “should be adopted every four (4)
years and reviewed every two (2) years. The priorities should support the implementation of
innovation projects, knowledge and dissemination activities for innovation and the building of
capabilities of shared interests. On the basis of these priorities, the Steering Group will approve the
multiannual implementation plan that outlines the concrete activities/projects of the Hub, as

proposed by the Hub Team.”?

All Hub Team members have had the opportunity to contribute to this multi-annual implementation
plan. It takes into consideration existing Council documentation. The Hub’s base tasks, identified
by COSI at its inception?, include “enabling the sharing of information and knowledge,
facilitating the setting up of joint projects among participating innovation labs, as well as
disseminating the findings and technological solutions developed by the participating innovation
labs. The Hub will contribute to establishing a common innovation picture for internal security

and promote the alignment of innovation and security research efforts across Europe™.

Further thematic priorities, as identified by Council structures, include “Al, one of the COSI’s
priority topics for the Hub™>. Moreover, the “Council conclusions on Internal Security and
European Police Partnership® call on the Commission to remove legal barriers to share and pool
data amongst Member States for innovation purposes, especially to train, test and validate
algorithms, and undetline the role of the EU Innovation Hub in this context.”” Additionally, the
COSI confirms that “[the] EU Innovation Hub at Europol can play an important role in making
further progress on the topic of encryption, e.g. capacity building, identifying innovative technical

solutions, etc.”®

8517/3/21 REV 3,p. 3

Full list of base tasks for the Hub’s inception period 2020-2021: 7829/20 p. 3-5
Ibid., p. 3

5906/21, p. 3

13083/1/20

5906/21, p. 2

Ibid., p. 2

@ a4 AN N e WwWN
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2.  Methodology

The multi-annual plan 2023-2026 is the first of its kind. However, it can build on existing material
since also previous Hub documentation included planning aspects. The Hub Team compiled a
collection of priority topics based on consultations among the Hub members in 2021 and published
the results in an infographic®. Whereas the annual report of 202019, the first year of the Hub’s
existence, mainly focused on the progress of the Hub’s pilot projects, in its activity report of 20211,
the Hub Team had already outlined its work plan for 2022 as well as a number of critical success
factors for the work of the Hub. In addition, the Report on the EU Innovation Hub annual event on
13-14 September 2022, “Shaping responsible solutions for internal security”? provided a wealth of
information and topics of relevance for the Hub’s future planning. Above all, the Hub Team
considers the results of its report “Mapping of common innovation picture in the EU and the EU
Member States”"3, carried out in 2022, as a crucial source of information and inspiration (for

detailed results please refer to chapter 3).

Based on the various elements mentioned above, the Hub Team launched a consultation process
among the Hub members and collected ideas and input from all participating members, and taking
into consideration each member’s activities already planned in their respective (agency) Work

Programmes.

The result is a detailed planning of Hub activities for the year 2023, described in chapter 4.
However, innovation remains an unpredictable subject matter, requiting an agile approach. Given
the nature of the topic, it seems impossible to predict all developments in the field of EU internal

security, as recent events, not least the war in Ukraine, have proven.

2 #1213222

. 5905/21

[ 9622/22

2 Published at http://euinnovationhub.eu/

= 14695/22
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With this in mind, the approach chosen for the years 2024-2026 is a more schematic one: the Hub
Team has identified a number of topics to be addressed and which could be complemented with
other topics to be identified in the course of the Hub’s future work. At the same time, the Team has
agreed on a number of activities/approaches (such as events, conferences, webinars, reports). Both,
the possible topics and the possible approaches are outlined in a matrix format in chapter 5. The
matching of both, with the objective to find the most suitable approach for a given topic, will be
done on an annual basis, taking into consideration the needs of the stakeholders and the working

environment of the Hub Team.
3. Mapping report: gaps identified by the stakeholder community

The main technological trends as well as the most common gaps identified by the community of
internal security practitioners were compiled in the report of the “EU Innovation Hub for Internal
Security: Mapping of common innovation picture in the EU and the EU Member States'4.” Asked
about their main areas of interest, the respondents contributing to the exercise mentioned Al,
encryption and secure communication, drones, and biometrics as the most pressing ones.”'3
“The survey also gathered information about planned projects in the EU Member States. The main
areas of interest among the respondents again related to AT and biometrics”!® as well as quantum

computing!”.

The Hub Team considers it reassuring to learn that “[t]hese priorities partially overlap with a
previous collection of innovation topics considered most relevant in the future by the Hub, dating
back to 2021. This collection identified Al (including accountability and ethics), biometrics, secure
communication solutions, physical security, encryption/decryption technologies, sustainability,
development of Open Source Intelligence solutions, virtual reality/augmented reality, novel sensor
solutions and technologies for border surveillance and blockchain technology and its applications,
ranked in descending order of importance, next to additional domains for future development such
as autonomous systems, cyber security, data analysis and visualisation/presentation, forensic and
toxicology analysis, disinformation management, quantum computing, satellite imaging,

training/education and social research insight.”!?

4 14695/22; the activities were already endorsed by the Hub SG

IS Ibid. p. 6. 14695/22

16 Ibid. p. 8. 14695/22

b Ibid. p. 9. 14695/22

= 14695/22, p. 9; EU Innovation Hub for Internal Security infographic #1213222
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The findings of the mapping exercise feature prominently in the detailed planning for 2023 as

specified below.
4.  Detailed planning for 2023

For 2023, the Hub Team suggests the activities described below. All activities are inspired by the
outcome of the above mentioned mapping exercise. However, those ones listed in chapter 4.1. were

endorsed specifically by the Hub SG.

4.1 Actions deriving from the mapping report!?

o  General support the development of the concept as well as the future deployment and
promotion of the use of the European Data Space for innovation (as a multi-faceted, long-
term and evolving project) by the internal security community. Participants: initially Europol

and eu-LISA, and then gradually also the other members of the EU Innovation Hub.
This overall support will be done by contributing to various activities, namely to

e Study to support the technical, legal and financial conceptualisation of a European

Data Space for Innovation.
Lead: DG HOME
Participants: Europol and eu-LISA

Activities: The overarching goal is to develop a concept for a European Data Space for
Innovation (“EU SDSI”), including relevant legal, ethical, technical financial and

governance aspects.

Timeline: Concluding in February/March 2023

19 14695/22
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e Digital Europe Programme (2022 WP) — Call on the deployment of European Data

Space for security and law enforcement

Lead: DG HOME

Participants: Hub team members

Activities: Hub team members to support the uptake of the call
Timeline: Deadline for submissions: 16 March 2023

e Internal Security Fund (2023 Thematic Facility) — Call on data sets (national

components)
Lead: DG HOME
Participants: Hub team members

Activities: Hub team members to support the uptake of this follow-up to the DEP call

(central approach) and the conceptualisation study

Timeline: to be launched in February/March 2023
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o Contribute to the identification of relevant topics for the EU Research and Innovation

funding programmes

Lead: DG HOME

Participants: Frontex, Europol, eu-LISA and other Hub members
Activities:

The Hub will carry out foresight and horizon scanning, to monitor technological developments,
including an analysis of the risks, threats and opportunities of emerging technologies relevant
for the area of internal security. This work will be based on contributions from the Hub
members in their respective fields of expertise, as well as on relevant external sources. The
foresight capacity and horizon scanning of the Hub will address developments, challenges, gaps
and needs that are of relevance for internal security and of cross-sectorial nature. These gaps
and needs will be taken into account in the preparation of annual work programmes for the

security cluster of Horizon Europe.

The Hub will engage with successful proposals to build on their work done in the framework of
Horizon Europe funded projects under Horizon Europe Work Programme 2021-2022
“Strengthened Security Research and Innovation”, especially the project funded under the

following topics:

o HORIZON-CIL3-2021-SSRI-01-01: “A maturity assessment framework for security

technologies”,

o HORIZON-CL3-2021-SSRI-01-02 and HORIZON-CL3-2022-SSRI1-01-02:

“Knowledge Networks for Security Research & Innovation”.

Regarding foresight, the Hub will benefit from the project that will be funded under
HORIZON-CL3-2022-SSRI-01-01: “Increased foresight capacity for security”.

Timeline: regularly updated

5603/23 KB/dk 11
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o Contribute to the uptake of the on-going and finalised project results deriving from EU

Research and Innovation funding programmes?®, including the dissemination and promotion of
project deliverables, for instance during hub events and communication with the Hub

stakeholder community.

Lead: DG HOME

Participants: Frontex, Europol, eu-LISA and other Hub members
Activities:

Taking into account the contributions from the Hub members in their respective fields of
expertise, the Hub will identify domains of interest covered by research and innovation in the
area of internal security that are of a cross-sectorial nature. It will design a methodology to
assess the results of related projects, in terms of their subsequent uptake, and support the
dissemination of their results. The Hub will consider using the Taxonomy developed under the
EU Security Market Study for this mapping. This will help to identify gaps and needs and will
provide a common vocabulary to all the different parties involved. The Hub could also consider

categorising successful solutions in the sub-categories of the taxonomy.

The Hub may benefit from the experience gathered by previous Horizon 2020 funded projects
(such as network of practitioners) as well as from studies launched by the European
Commission and presented during the CERIS meeting “Innovation Uptake of EU-funded

Security Research outcomes” in December 2022.2!

Timeline: continuous/regular activity

20

21

Mainly Horizon Europe as the EU research and innovation framework programme, and,
when/if applicable, Digital Europe and ISF, as they are not research and innovation
programmes.
https://home-affairs.ec.europa.eu/whats-new/events/ceris-ssri-event-innovation-uptake-eu-
funded-security-research-outcomes-2022-12-01 . Reference is also made to chapter 4.3:
Follow-up the outcomes of the “Study on the Factors Influencing the Uptake of EU-Funded
Security Research Outcomes”.
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o Act as a central knowledge repository and platform for exchanges, to explore and test novel
ideas and innovative approaches across the internal security domain, to support and outreach to

MS, and to contribute to policy discussions at EU level on innovation matters.

The benefit of such platform would be the collection of knowledge and information on
innovation initiatives, topics and tools not only from the Hub Team members but also from
ongoing initiatives taking place across Europe or in the MS, in line with the priorities identified
in the mapping report. However, the setting up and maintenance of such tool would be time-

and resource intensive.
Activities:

Against this background, the EU Innovation Hub Steering Group advised at its meeting on 8
November 2022 the Hub Team to first map existing communication platforms in the field of
internal security and assess their suitability for use of the Hub, to ensure to complement rather
than duplicate existing tools. Ideally the platform should be made available also to MS and the

JHA community at large as it could be a useful tool to catalyse new projects.
Timeline:

The mapping process of the existing platforms is currently ongoing; the Hub Secretariat will
provide a first overview of the results by Q2/2022. Based on the outcome, the Hub Team will
propose an approach to the Hub SG which avoids duplication of existing platforms and

addresses the needs of the Hub stakeholder community.
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4.2  Projects

o EU-coordinated Darknet monitoring to counter criminal activities
Reference: C(2020) 7942 final.
Lead: JRC
Participants: EMCDDA, Europol

Activities and timeline:

Develop an open source based platform for the monitoring and investigation of Darknet

criminal activities.

February 2023: detailed development of options with main participants for hosting the

platform when in production

e March 2023: dedicated workshop on labelling, taxonomy, ontology and data model for

Darknet aiming at developing common standards
e March/April 2023: beginning of the Iterative test phases with participants
e October 2023: end of the project and conclusion of the Preparatory Action

o AP4ALI: Responsible use of Al in the EU Internal Security Sector and contribution to

discussion on incoming EU Al Act

Reference: ap4ai.cu

Lead: Europol in cooperation with CENTRIC
Participants: FRA, Eurojust, Cepol, EUAA, eu-LISA

Activities and timeline:

5603/23 KB/dk 14
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The project has developed Accountability Principles for Al used specifically in the area of
Freedom, Security and Justice. It could foster security-relevant Al innovation in Europe and at
the same time help facilitating social acceptability of future AT tools and capabilities in the JHA
sector, in line with the proposed EU Al Act. Currently, the project is designing a software-
based assessment tool for security practitioners. The toolkit will be freely available to all
security and justice practitioners, covering several EU languages. It is operationally grounded
and provides practical support to practitioners in all stages of the Al lifecycle (design,
procurement, deployment, modification, etc.). Self-assessment reports can be generated

whenever practitioners wish to evaluate implementing Al and machine-learning tools.

The ambition of the project is to contribute to the practical implementation of the future
European AT Act in the internal security domain and the toolkit will be adapted to the

requirements of the Al Act once the Regulation will have been adopted by the legislators.
e Development of a web-based tool for application for practitioners (Q1/2023)

e Development of a communication and promotion strategy for the roll-out of the tool
(e.g. awareness sessions for practitioners in MS, and involving JHA partners etc.

(Q1/2023)
e Running promotion & awareness activities for practitioners in MS (Q2-4/2023)

e Cepol considers the development of a Webinar on AP4ALI, as well as incorporating it in

an existing course or webinar.
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4.3 Studies and reports:

o Research Study on Key Enabling Technologies and Privacy Enhancement for the Justice

and Home Affairs domain
Lead: Frontex
Participants: Europol, Eurojust, eu-LISA, EUAA

Description of activities:

One of the common challenges met in their daily activities by the Justice and Home Affairs
(JHA) actors participating in the EU Innovation Hub for Internal Security is the access to data
while minimising or avoiding risks to privacy and data protection. On these lines and
addressing the above mentioned challenge, the present initiative has the goal of supporting the

EU Innovation Hub and addresses the JHA most relevant use cases, by providing:

» An overview of current and future Privacy Enhancement Technologies designed to

support privacy and data protection.

» Technology assessments for Multi-Party Computation, Homomorphic Encryption and

Distributed ledger technologies.

* Applicable knowledge on privacy enhancement related to autonomous platforms and

edge computing.

Timeline: November 2022-September 2023
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o Research Study on High-Altitude Pseudo-Satellites
Lead: Frontex
Participants: DG JRC, Europol, FRA (all EU Innovation Hub), EUSPA, EU SatCen

Description of activities: The research study on High-Altitude Pseudo-Satellites (HAPS) will

assess if HAPS can be a capability enabler/multiplier for the JHA community and how the
opportunities provided by HAPS can be maximised. The main deliverables will be 3 reports on:

HAPS Market, HAPS Technology Assessment, and Fundamental rights impact.
Timeline: November 2022-September 2023

o Study on Remote Biometric Identification for law enforcement purposes
Lead: FRA

Participants: Hub members are currently considered; to be confirmed at a later stage of the

project

Description of activities:

The project sets out to provide a balanced assessment of the potential applications of this
technology with respect to its fundamental rights impact — which, for example, can range from
its use to detect crime through to the identification of potentially vulnerable victims. The
project will start by mapping the use of remote biometric identifiers/facial recognition
technology by law enforcement agencies in EU Member States, and the respective national
legal frameworks governing the use of this technology. Based on information from concrete
‘use cases’, the project will analyse fundamental rights risks and necessary safeguards for
potential fundamental rights compliant use of remote biometric identification in general, and
facial recognition technology in particular. The project will follow developments concerning
the Al Act and will take into account the relevant provisions of the Act once adopted. The
results will serve to inform those considering this technology about its fundamental rights
compliance - in alignment with EU law - and will provide practical guidance for the law
enforcement community and beyond; thus contributing to the objectives of the EU Innovation

Hub for Internal Security.
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The Hub could liaise with project “HORIZON-CL3-2023-BM-01-03: Beyond the state-of-the-
art “biometrics on the move” for border checks”, included in the current planning for Horizon
Europe WP 2023-2024 and consider their input, as well as input generated by the EU-funded
project TENSOR (“HORIZON-CL3-2021-FCT-01-05: Modern biometrics used in forensic
science and by police”), that addresses biometrics from the angle of forensics, therewith

avoiding legal hurdles that border management might encounter with biometrics.
Timeline: multi-annual project 2023-2025

o Study on Assessing high-risk artificial intelligence
Lead: FRA

Participants: Hub members are currently considered; to be confirmed at a later stage of the

project

Description of activities:

FRA’s research on Al has shown that developers and users of Al are in need of clear guidance
on how to carry out assessments of Al in relation to fundamental rights compliance. As
fundamental rights concerns vary according to the purpose and area of use of Al, guidance
needs to consider the specificities of different use cases. For example, the use of algorithms in
the area of employment for recruitment purposes is different to the use of algorithms for
accessing public services, or assessing students in the area of education. The data needed for
assessing those systems depend on the pre-identified groups at risk and availability of data, for
example on protected characteristics — such as ethnic origin, gender, or disability. Among
developers and deployers of Al there is — as FRA’s research has shown — a lack of knowledge
on what data on protected characteristics are needed for a fundamental rights impact
assessment, and how such data can be collected in a data protection compliant way. This
project will provide empirical analysis and guidance on how to implement existing EU-law in
relation to assessing high-risk Al based on selected use cases (these use cases have not yet been

identified and it is yet to be seen whether there will be a link with security).

Timeline: multi-annual project 2023-2025
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o Follow-up the outcomes of the “Study on the Factors Influencing the Uptake of EU-Funded

Security Research OQutcomes”
Lead: DG HOME

Description of activities: The purpose of the study was to improve the understanding of the

factors that hinder or foster the uptake of the results delivered by the civil security area of the
overall EU-funded programme for research and innovation (R&I). It is also intended to help the
European Commission and the Agencies to understand how uptake of research outcomes can
be systematically identified, monitored and, ultimately, supported. The Hub will consider
taking stock of the 50+ success stories that have been identified in the study and follow up the

solutions produced from these projects.

Timeline: continuous/regular activity

o Report on Encryption
Lead: Europol
Participants: Eurojust, JRC, DG HOME, FRA, eu-LISA, ....
Description of activities
Addressing a COSI priority for the Hub, reflecting the findings of the Hub ‘mapping’ report
regarding encryption and quantum cryptography, and drawing from the encryption expert
contributions at the Hub annual event in September 2022, a working group will draft a report
focusing on innovation aspects in encryption. In this way, the Hub will continue the work done
so far by the “EU encryption observatory function”?? and enrich it by encompassing various
Hub member’s perspectives. To this end, the working group will organise a workshop for law
enforcement investigators and judiciary/prosecutors in Q1/Q2 2023. The report is intended to
be published in Q4/2023.
= Three reports have been published so far. Available for instance at:
https://www.eurojust.europa.eu/news/first-europoleurojust-report-encryption-observatory-
function
5603/23 KB/dk 19

ANNEX JALI LIMITE EN



4.4 Events
o Annual event 2023

The Hub plans the organisation of an annual event involving its stakeholders from both the EU
community as well as the MS. The format which may follow last year’s example, is currently
under discussion, strengthening the link to the CERIS (Community for the European Research

and Innovation for Security).
o Thematic workshops

In its role of catalyst of new projects, the Hub will also initiate a series of thematic workshops
in 2023, with selected experts/projects across Europe in order to analyse more in depth the
current challenges and impulse new projects that would be relevant with the Hub identified

priorities, the Hub acting a sort of incubator for new projects.
4.5 Miscellaneous
- CEPOL:

o Mid-term review of CEPOL Strategic Training Needs Analysis in mid-2023:
Agencies are already involved in Strategic Training Needs Analysis process; Hub

could be consulted
o Core Capability Gaps — Digital skills is in top 3.
o Thematic areas: cyber among top ones.

- DG HOME:

o Hub Support to the definition of Commission’s research priorities for Horizon

Europe

o Contribute to the identification of relevant topics/projects from the EU Research
and Innovation funding programmes and cooperation with related projects

regarding their potential uptake
o Contribute to policy discussions at EU level on innovation matters

o Cooperation with CERIS community
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- Europol:

The Europol Innovation Lab supports Europol’s Operational Centres and national competent
authorities with the development of innovative solutions to support their work, with a focus on
criminal investigations and analysis. The European Clearing Board (EuCB) was established in
2020 as a sub-group of the Heads of Europol National Units, so that national law enforcement
innovation functions can directly steer the work of the Europol Innovation Lab. The EuCB also

provides the platform to:

o convey requirements to the technical and strategic level;
o translate research results into practice;

o raise awareness of ongoing initiatives and projects;

o exchange experiences and lessons leamed; and

o prevent duplication of initiatives in Europe.

The Europol Innovation Lab, as host/secretariat for both the Hub and the EuCB, is petfectly
placed to bring EuCB initiatives to the attention of the Hub whenever they have a broader
relevance for internal security. Similarly, the Europol Innovation Lab regularly informs the
EuCB about the Hub’s activities and relevant EU studies and funding programmes. Member
State-level coordination between their representation in the EuCB, the Hub Steering Group and

COSI provides further assurance of effective alignment of efforts.

The EuCB Strategic Group on Al, co-lead by The Netherlands and France, is coordinating
advocacy activities regarding law enforcement use of Al. It currently focuses on the draft EU
AT Act and its impact on law enforcement. The Group contributed to the Joint Declaration of
the European Police Chiefs on Al and discussed the different versions of the Al Act during its
negotiations, including input for a survey on the Al Act launched by the Czech Presidency of
the Council of the EU as well as a list of recent successful investigations using Al and
biometrics. The Group’s contribution triggered important changes in the Council position on
the Al Act, including on the definition, classification of systems, remote biometrics, use of
dactyloscopy and exceptions for law enforcement (mandatory publishing of Al-systems in use

or that are developed by law enforcement agencies).
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- EMCDDA:

The new mandate of the EMCDDA (which is still under trilogue) will strengthen the Agency's
role in research and innovation. The Agency will be mandated to assist the EU MS and the EC
in identifying research priorities and EU framework programmies in this area, implementing its
own research and innovation projects, and disseminating their results. The Agency will also be
tasked to contribute to the EU research and innovation activities such as the Hub for Internal

Security.
- Frontex:

The Frontex Research and Innovation Unit (RIU) participates and contributes to the
development of technology, operational and border security rescarch. It actively introduces and
promotes innovation and provides for standardisation and harmonization of border management
capabilities, including the support to developing the capacities of third countries. The ultimate
goal is to consistently develop the capabilities of the European Border and Coast Guard in line
with the Capabilities Development Plan (CDP), which includes those of the Member States and
of the Agency itself.

The main tasks of the Research and Innovation Unit include:

o developing and promoting a European border security research capability for the

Agency;

o developing and driving innovation in methodologies, processes, procedures and
technical solutions for border management, testing and validating these through relevant
pilot projects, collecting ideas by deploying Innovation Cells that capture and inspire

further research;

o conducting operational assessments on the effectiveness of border control processes,
systems and technical solutions, thereby supporting the operational activities of the
Member States and of the operational units of the Agency, including on the acquisition
of technical equipment by Frontex, EU Member States and/or third countries in close

cooperation with the International and European Cooperation Division;
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harmonising requirements for border management capabilities, in accordance with the
EBCG Regulation, by establishing benchmarks and developing best practices for border

management, in line with the CDP;

supporting the implementation and exploitation of EU-funded research and innovation

related activities relevant to border management.

To achieve these objectives, the Frontex Research and Innovation Unit is divided in three

sectors: (1) Border Security Observatory, (2) Technology and Innovation, (3) Standards and

Capacity Development.

Eu-LISA:

eu-LISA activities in the area of research and innovation have been officially recognised in its

revised regulation in 2018. Beside monitoring research, the agency also develops pilot projects,

proofs of concepts and testing activities in areas under its remit.

In 2021, the Agency has set up a working group on Al, to provide a regular forum for
the exchange of best practices and discussions with Member States expetts on
opportunities and challenges on Al-based solutions in the JHA domain, identify
possible use cases and facilitate the development of a common approach and possible
standardised solutions for the use of Al, in the scope of the Agency’s mandate, while
addressing possible risks. Discussions in the group can actively contribute to the

reflexions of the Innovation Hub.

The Agency is also coordinating the implementation of the Roadmap for
Standardisation for data quality purpose, endorsed by the IXIM working party in 2020.
The purpose of the roadmap is to address gaps pertaining to data quality and access to
information through common standards in the areas of biometric and alphanumeric data,
systematic assessment of relevant equipment, and cybersecurity. Ensuring data quality
is key to support the secure JHA IT architecture, which is crucial to compensate the
increasing number of threat vectors and relevant cyber security risks. Most members of

the Innovation Hub are actively contributing to the initiative.

5603/23
ANNEX

KB/dk 23
JAL1 LIMITE EN



5.  Indicative Planning Matrix: 2024-2026

The topic of innovation is inherently unpredictable to a great extent. Its actors are expected to
handle new challenges in an agile and flexible manner. With this approach in mind, it seems

unrealistic to make a detailed plan for several years ahcad.

However, the EU Innovation Hub for internal security operates in a defined area and has a number
of proved and tested tools at its disposal. Notwithstanding the development of new tools and topics,
relying on an innovative mind-set, a number of themes have been identified collectively by the EU

Innovation community (including EU actors as well as MS).
The themes derived from mapping report 20222 list include:

- Encryption

- Secure communications

- Drones

- Biometrics

- Virtual Reality and Extended Reality

Metaverse
- Privacy-enhancing technologies
- Quantum cryptography

Those topics have already been and/or will be included in the Hub’s activities in the coming years
until 2026. The activities aim at supporting the implementation of the new projects, ensuring the
involvement of the key stakeholders in the co-creation approach and enabling knowledge transfer
and the information exchange between relevant parties. However, other topics, deriving from

stakeholders’ needs, or answering to new technological developments, might be added in the future.

25 14695/22, p. 6ff
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Ways to approach these themes:

Projects

Studies

Reports

Webinars

Conferences

Workshops

Events (including promotion and awareness events)

Etc.

Further tools and techniques to fulfil the Hub’s mission may be added in the course of time. The

matrix should also include information about relevant EU-funded projects, to identify links between

particular projects (either in a final stage or recently finalised) and particular Hub activities.
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A future planning of the Hub as of 2024 could thus take the shape of such matrix, to be developed

further on an annual basis:

Priority toplcs

Encryption

Secure

Communications
Drones
Biometrics

Virtual Reality and
Extended Reality

Metaverse

Privacy-Enhancing

Technologies

Quantum

Cryptography

Hub Activities
(o Q Relevant EU-funded projects
pIee R L
Qo 59\ .&c, o& \‘99}
& O )

Importantly, for each of the planned activities, also performance indicators describing the success

factors of an activity should be included as well as risk factors challenging the accomplishment of a

task. By means of example, a report on encryption would be assessed against a number of Key

Performance Indicators, and highlight a number of risks accompanying the implementation.
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¥ Montly/ Month/ Month/

Period Period Period

Performance
Indicators

Risk factors

Report on encryption

6. Actions to further develop the Hub and its impact

The success of the Hub depends on the contribution of its stakeholders in both the MS and the EU.
So far, the Hub’s outreach in particular into MS has been constrained due to resource limitations.
However, raising awareness among the innovation communities in the EU is one of the critical
factors for the next years should the Hub be in a position to help answering to innovators’ needs.
The promotion of its services and capabilities is therefore essential and should thus be increased in

the coming four years, supported by the Hub team and MS alike.

A channel through which the Hub could be promoted are the Agencies’ Management Board (MB)
meetings. as well as COSI (and other Council WG) meetings and (informal) JHA Council meetings.
The cooperation with the respective EU Presidency countries would be of utmost importance in this
respect. Other channels for reaching MS practitioners could be targeted workshops with experts
from MS competent authorities on specific topics of interest to the Hub and its stakeholder

conununity.

An important tool for communication and outreach to stakeholders will be the future platform for
central knowledge repository and exchange.** As a first step to reach an external audience, the

Hub Team already during its inception phase set up a general website http://euinnovationhub.ew/

including a Hub logo to inform on Hub events and brand Hub activities to any interested audience.

2 For details, please refer to chapter 4.1
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7.  Cooperation with partners

In a stakeholder mapping exercise for the purpose of the distribution of the questionnaire to relevant
Hub stakeholders, as well as informed by general input from the Hub Team members, the following

communities seem of interest for information exchange and cooperation with the Hub:

- Engagement with EU Presidencies could support the Hub’s outreach to crucial MS actors,
enhanced by the weight of the respective Presidency. Presidency events and agenda-setting

powers would foster the Hub and keep it high on decision-makers’ agendas.

- Cooperation and synergies with CERIS, to foster the Hub’s outreach to the EU security
research and innovation projects and community, and ease the potential of the uptake of

their results by the Hub.

- Other EU agencies, bodies and networks: whereas Hub membership is currently limited to
JHA Agencies, a number of other EU Agencies, bodies and networks deal with similar
topics. The Hub Team mentioned in particular ENISA, EMSA, EPPO, and EU-ANSA. A
closer cooperation with some of those actors to partner on relevant innovation topics and

activities could strengthen the overall EU cooperation and avoid the duplication of activities.

- Private sector engagement: some Hub Team members (especially Frontex and eu-LISA)
have already developed a strong cooperation with industry and other relevant private sector
actors. The Hub could draw on these established links and benefit from the most recent

technological developments etc.

- Academia: researchers dispose of relevant insights and new methodologies to foster
innovation. Encouraging them for their contribution by inter alia involving them in events,
workshops etc. could provide additional skills and knowledge to the EU innovation

community.

5603/23 KB/dk 28
ANNEX JALL LIMITE EN



8. Hub administration

The multi-annual planning of Hub for 2023 and beyond depends on the availability of the necessary
resources to implement any of the proposed activities. Currently, the Hub Secretariat is manned by
staff provided by Europol and eu-LISA. The Secretariat continues working within resource
constraints, despite COSI’s requirement to Agencies participating in the Hub to second
representatives. Therefore, EU Agencies and MS are invited to consider additional ways to
strengthen the Hub. In particular the secondment of SNE(s) (cost free from MS) would alleviate the
current shortage of staff and allow for a more long-term staff planning, which will have a direct

impact on the planned activities.

The Hub continues operating in the absence of a dedicated budget. In the absence of a Hub legal
personality, this situation is expected to continue. Against this background, Hub Team members are
encouraged to use their respective annual programming to earmark agency budget for Hub activities
(such as projects, thematic workshops, studies etc.), so that at least the basic budgetary support for

its activities are secured and thus not challenging the success of its operation.
9. Next steps

The Hub multi-annual planning is based on an agreement among the Hub Team members. The draft
will be presented to the Hub SG for adoption on 31 January 2023. In line with the Hub governing
rules, “[t]he Steering Group will approve the projects and activity proposals presented by the Hub
Team, based on commonly agreed criteria.”?> A presentation of the final draft planning to COSI is
planned for the first COSI meeting of the Swedish Presidency, scheduled on 22 February 2023,

depending on the Presidency’s agenda.

In Q1/2024, the Hub Team will provide a detailed outline for its planned activities for 2024 to the
Hub SG for approval and further presentation to COSI. The same procedure should be repeated as
well in 2025 and 2026.

As specified in the Hub governing documentation, after two years, a mid-term review of the current

planning is foreseen for Q1/2025.26

5 8517/3/21 REV 3, p. 3
26 Ibid., p. 3
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