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drawn from the CSI Technology Portfolio Catalogue include: Kafka, CEPH, PostgreSQL - with the addition 
of: (i) a shared file system for storing generated reports and uploaded documents, data quality and 
extraction rules per CBS; (ii) IBM Data Virtualisation to provide a uniform, “fast-query-able” abstraction of 
the data in CEPH S3 and PostgreSQL, which is required for running SQL analytics on all sources of data 
used for reporting.38 However, in the current analysis, we design solutions dedicated to the Artificial 
Intelligence / Machine Learning (AI/ML) layer, relying only on Open-Source frameworks. It is crucial to 
highlight that the data store technologies are complementary and further enable the proposed AI solution. 
Although the current study is focused on AI technologies, it is crucial to propose these complementary 
tools (even if they are out of the scope of the current study). An in-depth analysis of the complementary 
technological frameworks and tools in provided on Appendix I - Proposed Technological Frameworks, 
which considers tools for all different building blocks of the DSML platform. To summarize. Lot 1 
suggestions for the persistent Data Store layer arise from our insight to provide also with flexible and non-
obsolete solutions. 
• Metadata Management: For designing and proposing a solid yet reliable solution, metadata 
management operates as a key principle for an organized structured that will also consider any future 
needs of the organization. Metadata information shall be arranged and ordered properly to be accessible 
to specified users with grand access rights. However, as part of this study metadata management is 
formed in a slightly different way, since it is focused on mainly data quality tasks and how they should be 
handled.  
• Data Processing: This layer includes processes such as collecting and manipulation of data in 
each step of the procedure. It is considered as the orchestrator, which ensures the proper operation of the 
system. Specifically, it includes tools for both streaming and batch data types, while it also it provides data 
exploration capabilities, within the corresponding Sandbox, i.e., self-service knowledge discovery tools.  
• Artificial Intelligence & Machine Learning: The concepts of AI and ML are the foundation layer 
of the current analysis for CRRS. In this layer, we consider all technological components and tools that are 
required to encapsulate Lot1 proposed DSML architecture. Model training tools and libraries are the first 
pillar in suggesting a proper AI & ML architecture, while model serving tools will be responsible for 
providing immediate inference for all BUCs, for eu-LISA’s key stakeholders to perform accurate and 
prompt decision making. On this direction, interactive notebooks will host the development and further 
deployment of the ML/AI and data science algorithms for the various ML-based applications. Finally, 
Business Intelligence provides the main interaction between the Business Analysis and AI part.  

 
The above-mentioned layers are the key pillars towards the proposed solution. However, to provide a 
comprehensive approach, we provide a brief overview of two extra layers that may be considered in the near future 
but are not part of the current study, namely: the Security & Governance layer, and the Monitoring & Orchestration.  
• Security & Governance: In this layer the main security and governance practices are considered. Data in all 

situations, either in storage, or in motion, require adhering to concrete security rules. However, security and 
governance are not key concepts of the current assessment, and for this purpose we stay in line with the 
already existing technologies and tools for Security and Governance used by the organization (eu-LISA). To 
provide a highly flexible and scalable Open-Source AI architectural Solution that will be able to securely host 
the various BUCs, Lot1 suggests CRRS DSML platform to consider Ceph Object Gateway39 tool, providing 
encryption of uploaded objects and options for the management of encryption keys. Additionally, Keycloak40 
is a candidate, providing user authentication for eu-LISA’s personnel and key stakeholders.  
Monitoring & Orchestration: This layer is responsible for monitoring all aspects of the proposed end-to-end AI 
platform. Since monitoring & orchestration of the DSML platform for CRRS is not the main scope of the current 

 

 

 

38 CRRS-E2-WP2-001-1 - Software Architecture Document (SAD) / Architecture Overview 
 
39 https //docs ceph com/en/latest/radosgw/s3/  
40 https //www keycloak org/  
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9.5.2.5 REQ-05.01 .03 {SHR): The CRRS shall provide statistical reports to the duly authorised staff of 

the competent authorities on the records kept in the ETIAS. 

RP Specific ID RE0-05.01.03 (SHR) 

Requirement ID 

Name 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

AIC-REQ-00033 

The CRRS shall provide statistical reports to the duly authorised staff of 

the competent authorities on the records kept in the ETIAS. 

The CRRS shall provide the following business reports, technical reports 

and the following statistics to the duly authorised staff of the competent 

authorities of Member States, the Commission, the ETIAS CU and eu­

LISA on records kept in the ETIAS: 

a) Daily statistics on number and nationality of applicants whose travel 

authorisation was issued or refused, including the grounds for refusal 
and of third-country nationals whose travel authorisation was annulled 

or revoked; 

b) Customisable reports and statistics to improve the assessment of 

security, illegal immigration and high epidemic risks, to enhance the 

efficiency of border checks, to help the ETIAS Central Unit and the ETIAS 

National Units process travel authorisation applications and to support 
evidence-based Union migration policymaking; 

c) Statistical data concerning the ETIAS watchlist, specifically statistical 

data regarding the mandatory review by Europol and Member States of 

their watchlist alerts that is to take place at least once a year; 

d) Regular statistics for ensuring the monitoring by eu-LISA of the 

development and the functioning of the ETIAS Information System, 

considering objectives relating to planning and costs regarding the 

development of the system, and considering objectives relating to the 

technical output, cost-effectiveness, security and quality of service as 

regards to the functioning of the system. 

Proposed 

01 : 32021R2223-20210930 Operation of CRRS supplementing 

2019/817 _DA 

01 : Art. 2{5){b) 

ETIAS; statistics; applicants; revoked; watchlist; monitoring; FRONTEX 

Should Have 

CR RS/Uptake 

CRRS/Platform Management 
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RP Specific ID RE0-05.01.03 (SHR) 

Internal owner 

External owner 

Final approver 

Sector 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 
and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.5.2.6 REQ-05.01 .04 (SHR): The CRRS shall provide statistical reports to the duly authorised staff 
based on statistics collected for the purpose of further defining risks for the ETIAS screening rules. 

RP Specific ID RE0-05.01.04 (SHR) 

Requirement ID 

Name 

Status 

AIC-REQ-00034 

The CRRS shall provide statistical reports to the duly authorised staff 
based on statistics collected for the purpose of further defining risks for 

the ETIAS screening rules. 

The CRRS shall provide statistical reports to the duly authorised staff of 

the competent authorities of Member States, the ETIAS CU, the 
Commission and eu-LISA on statistics collected for the purpose of 

further defining risks for the ETIAS screening rules. Those reports will 

contain the following statistics: 

a) statistics generated by the EES indicating abnormal rates of 
overstaying and refusals of entry for a specific group of travellers; 

b) statistics generated by ETIAS indicating abnormal rates of refusals 

of travel authorisations due to a security, illegal immigration or high 

epidemic risk associated with a specific group of travellers; 

c) statistics generated by the ETIAS and the EES indicating correlations 

between information 

collected through the application form and overstaying by travellers or 

refusals of entry. 

Proposed 
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RP Specific ID RE0-05.01.04 (SHR) 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

01: 32021R2223-20210930 Operation of CRRS supplementing 

2019/817 _DA 

01: Art. 2(5}(c) 

enable; authorised; staff; reports; statistics; EES; ETIAS; FRONTEX 

Should Have 

CR RS/Uptake 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 

and validated/ tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS} Business Relations Management Sector 

9.5.2.7 REQ-05.01 .05 (SHR}: The Al technology shall perform comparative analysis of validated risk 

profiles performance (ex-post). 

RP Specific ID REQ-05.01 .05 (SHR) 

Requirement ID 

Name 

Status 

AIC-REQ-00043 

The Al technology shall perform comparative analysis of va lidated risk 

profiles performance (ex-post). 

The Al technology shall perform comparative analysis of several 

validated risk profiles based on their ex-post assessment results. The Al 

technology shall identify patterns, trends and behaviours. The system 

shall allow outputs to be exported. 

Proposed 
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RP Specific ID REQ-05.01 .05 (SHR) 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Acceptance criteria 

guideline 

Sector 

01: Annex 8.2 ETIAS Business Use Case Model 

02: ETIAS Risk Screening BRD 

01: Sec. 9.5.13 

02: Sec. 8.2 

ex-post assessment; risk profile; comparison report 

Should Have 

ETIAS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

Lower level functional and non-functional related requirements have 

been implemented therefore the stakeholder requirement has been 

fulfilled. 

(BRMS) Business Relations Management Sector 

9.5.2.8 REQ-05.01 .06 (SHR): The ETIAS CS shall allow ex-post assessments. 

RP Specific ID REQ-05.01 .06 (SHR) 

Requirement ID 

Name 

Status 

AIC-REQ-00058 

The ETIAS CS shall allow ex-post assessments. 

The ETIAS CS shall allow authorised users to perform on demand ex­

post assessments of validated risk profiles in an anonymous manner. 

The assessments shall provide t he daily matching rate percentage and 

plot the evolution of the matching rate. The system shall allow to 

int roduce and save comments to the assessments. The system shall 

allow ex-post assessment to be exported. The different analyses shall 

not contain any personal data. 

Proposed 
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RP Specific ID REQ-05.01 .06 (SHR) 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Acceptance criteria 

guideline 

Sector 

01: Annex 8.2 ETIAS Business Use Case Model 

02: ETIAS Risk Screening BRD 

03: C(2021 }4981 -20211123 ETIAS Risks DA 

04: X(2021 }-20211217 Definition of risks DA 

01: Sec. 9.5.11 

02: Sec. 8.1 

03: Art. 8 

04: Art. 8 

ex-post assessment; risk profile; data protection 

Should Have 

ETIAS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

Lower level functional and non-functional related requirements have 
been implemented therefore the stakeholder requirement has been 

fulfilled. 

(BRMS} Business Relations Management Sector 

9.5.2.9 REQ-05.01 .07 (SHR}: The CRRS shall provide statistics to the ETIAS CU allowing to define risk 

indicators in consultation with the ETIAS Screening Board. ETIAS framework. 

RP Specific ID REQ-05.01 .07 (SHR) 

Requirement ID 

Name 

Description 

AIC-REQ-00036 

The CRRS shall provide statistics to the ETIAS CU allowing to define risk 

indicators in consultation with the ETIAS Screening Board. ETIAS 

framework. 

To further defining the risks related to security or illegal immigration or 

a high epidemic risk on the basis, the CRRS shall enable the ETIAS 

Central Unit to obtain reports related to abnormal rates of overstaying, 

refusal of entry, refusal of travel authorisation and correlations between 

Version: Final Date: 14/ 11/2022 
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RP Specific ID REQ-05.01 .07 (SHR) 

EES and ETIAS data. 

The CRRS shall further allow the ETIAS Central Unit to obtain statistical 

data, statistical reports and customisable reports enabling analysis of 

those data and reports to further define the risks related to overstaying, 

refusal of entry and refusal of travel authorisation, by identifying: 

a) the total number of cases associated with overstaying, refusal of 
entry or refusal of travel authorisation, respectively, using historical 

data; 

b} specific groups of travellers associated with overstaying, refusal of 

entry or refusal of travel authorisation, respectively, based on data 

derived from abnormal rates or absolute numbers of overstayers, 

refusals of entry or refusals of travel authorisation, respectively, 
compared to other specific groups; 

c) the sets of characteristics96 corresponding to the specific groups of 

travellers identified under point (b), 

d} the sets of characteristics corresponding to correlations between the 

specific groups of travellers identified under point (b) and information 
collected through the application file. 

Definitions: 

- statistical data: means all the data contained in the central repository 

for reporting and statistics, which is anonymised and used solely for the 
purpose of producing statistical reports according to the regulations on 

the EU information systems. 

- statistical reports: means an organised collection of statistical data, 

produced by the central repository for reporting and statistics in an 

automated manner according to a set of pre-established rules and 

stored in the central repository. 

- customisable reports: are statistical reports which are extracted based 

on the statistical data contained in the central repository for reporting 

and statistics according to specific rules defined by a user for an ad-hoc 

purpose, and which may be stored in the central repository. 

Proposed 

01: C(2021 }4981 -20211123 ETIAS Risks DA 

01: 32021R2222-20210930 Operation of CRRS supplementing 

2019/818 DA 

03: CDR CRRS Reg 2019 817 

96 In compliance with the principles established in the EU fundamental rights, the sets of characteristics of specific group of travellers shall not lead 
to direct or indirect discrimination 
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RP Specific ID REQ-05.01 .07 (SHR) 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

01: Art. 3(2} 

02: Art. 1 (1 }, 1 (2), 1 (3) 

03: Art. 1 (1 }, 1 (2), 1 (3) 

EES; ETIAS; statistics; risks; overstaying; refusal; entry; travel 

authorisation; FRONTEX 

Must Have 

CR RS/Uptake 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS} Business Relations Management Sector 

9.5.2.10 REQ-05.01 .08 (SHR}: The ETIAS IS shall enable access to the CRRS to obtain data 

relating to overstaying and refusals of entries. ETIAS framework. 

RP Specific ID REQ-05.01 .08 (SHR) 

Requirement ID 

Name 

AIC-REQ-00060 

The ETIAS IS shall enable access to the CRRS to obtain data relating to 

overstaying and refusals of entries. ETIAS framework. 

The ETIAS IS shall grant access to the CRRS to obtain the following data, 

without allowing for individual identification: 

(a) data generated by the ETIAS IS indicating abnormal rates of refusals 

of TAs due to a security, illegal immigration or high epidemic risk 

associated with a specific group of travellers; 

(b) data generated by the ETIAS IS and the EES indicating correlations 

between information collected through the application form and 

overstaying by travellers or refusals of entry. 
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RP Specific ID REQ-05.01 .08 (SHR) 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Acceptance criteria 

guideline 

Sector 

Proposed 

01 : C(2021 }4981-20211123 ETIAS Risks DA 

02: CDR CRRS Reg 2019 817 

01 : Art. 3(2} 

02: Art. 2(1 }, Art. 2(5)( c} 

anonymised; data; risk; refusal, entry; overstay 

Should Have 

ETIAS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

Lower level functional and non-funct ional related requirements have 

been implemented therefore the stakeholder requirement has been 

fulfilled. 

(BRMS} Business Relations Management Sector 

9.5.2.11 REQ-05.01 .09 (SHR}: The CRRS shall provide statistics to the ETIAS Central Unit 

allowing to define risk indicators in consultation with the VIS Screening Board. 

RP Specific ID REQ-05.01 .09 (SHR) 

Requirement ID 

Name 

AIC-REQ-0006 7 

The CRRS shall provide statistics to the ETIAS Central Unit allowing to 

define risk indicators in consultation with the VIS Screening Board. 

The CRRS shall allow the ETIAS Central Unit to obtain statistical data, 

statistical reports and customisable reports enabling analysis of data 
and reports to further define the risks related to overstaying, refusal of 

entry and refusal of visa applications. 

The data, statistical reports, customisable reports and functionalities 

supporting the creation of such reports shall be such that the ETIAS 
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RP Specific ID REQ-05.01 .09 (SHR) 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Central Unit is able to assess what should constitute a normal and 

abnormal rate by applying the business rules for this process. Those 
rules are the following; 

a) the specific time-period considered when assessing whether a rate or 

absolute number is normal or abnormal shall be three months. This 

period shall be compared with a similar time period from the previous 
year or years or, where necessary due to the nature of the event, to any 

previous year or years; 

b} data allowing to determine specific thresholds for considering a rate 

or absolute number for the specific time-period in question normal; 

c) where either the rate or the absolute number is above or below the 

specific thresholds determined in accordance with point (b), the rate or 
absolute number shall be considered abnormal, representing a 

heightened risk, unless the rate or absolute number in question can be 

explained by other factors, including: 

1) periodical variations in line with historical observations, including 
seasonality; 

2} modification of border management processes or systems, including 

due to new legislat ion or new technology; 

3} stricter border control checks, including due to joint or national 

operations; 

4) singular events, including internat ional sport events or national 

elections. 

d} For the purpose of applying point (c), the CRRS shall allow to specify 

acceptable error margins. 

The customisation of reports shall allow for the ETIAS Central Unit to 

use other rules to assess normal and abnormal rates than the rules 
described in point a)-d), if it is necessary for reasons related to the risk 

in question. 

Postponed 

01: X(2021 )-20211217 Specification of risks according to Art. 9j3 IA 

01: Art. 3(2} 

ETIAS; risks; screening; rules; FRONTEX 

Must Have 

CR RS/Uptake 
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RP Specific ID REQ-05.01 .09 (SHR) 

Internal owner 

External owner 

Final approver 

Sector 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 
and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.5.2.12 REQ-05.01 .1 0 (SHR): The CRRS shall provide statistics to the ETIAS Central Unit 
allowing to define risk indicators in consultation with the ETIAS Screening Board. 

RP Specific ID REQ-05.01 .10 (SHR) 

Requirement ID 

Name 

AIC-REQ-00037 

The CRRS shall provide statistics to the ETIAS Central Unit allowing to 
define risk indicators in consultation with the ETIAS Screening Board. 

The CRRS shall allow the ETIAS Central Unit to obtain statistical data, 

statistical reports and customisable reports enabling analysis of data 

and reports to further define the risks related to overstaying, refusal of 
entry and refusal of travel authorisation. 

The data, statistical reports, customisable reports and functionalities 

supporting the creation of such reports shall be such that the ETIAS 

Central Unit is able to assess what should constitute a normal and 

abnormal rate by applying the business rules for this process. Those 
rules are the following; 

a) the specific time-period considered when assessing whether a rate or 

absolute number is normal or abnormal shall be three months. This 

period shall be compared with a similar time period from the previous 

year or years or, where necessary due to the nature of the event, to any 

previous year or years; 

b} data allowing to determine specific thresholds for considering a rate 

or absolute number for the specific time-period in question normal; 

c) where either the rate or the absolute number is above or below the 

specific thresholds determined in accordance with point (b), the rate or 
absolute number shall be considered abnormal, representing a 
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RP Specific ID REQ-05.01 .10 (SHR) 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

heightened risk, unless the rate or absolute number in question can be 

explained by other factors, including: 

1) periodical variations in line with historical observations, including 

seasonality; 

2} modification of border management processes or systems, including 

due to new legislat ion or new technology; 

3} stricter border control checks, including due to joint or national 

operations; 

4) singular events, including internat ional sport events or national 

elections. 

d} For the purpose of applying point (c), the CRRS shall allow to specify 

acceptable error margins. 

The customisation of reports shall allow for the ETIAS Central Unit to 

use other rules to assess normal and abnormal rates than the rules 

described in point a)-d), if it is necessary for reasons related to the risk 

in question. 

Postponed 

01: X(2022}-20220304 Specification of risks IA 

01: Art. 3(2} 

ETIAS; risks; screening; rules; FRONTEX 

Must Have 

CR RS/Uptake 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 

and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS} Business Relations Management Sector 
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9.5.2.13 REQ-05.02.01 {SHR): The CRRS shall ensure that all data will be anonymized and no 

personal/ sensitive information for the individuals is able to be retrieved. 

RP Specific ID REQ-05.02.01 {SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

AIC-REQ-00088 

The CRRS shall ensure that all data will be anonymized and no personal/ 

sensitive information for the individuals is able to be retrieved. 

The CRRS shall provide analytical capabilities to allow to perform 

extraction of attributes from all CBS in an anonymous manner, ensuring 

no personal/sensit ive information can be retrieved. 

Proposed 

01 : AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01 : N/A 

attributes; extraction; anonymization 

Must have 

CRRS/AI 

eu-LISA Business Analyst 

{Lot1 Consultant) 

eu-LISA Programme Manager 

All t he lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

{BRMS) Business Relations Management Sector 
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9.5.2.14 REQ-05.02.02 (SHR): The CRRS shall allow analytical capabilities on the anomaly 

detection levels for the risk profiles (i.e., "valid", "non-valid", commonly agreed with the stakeholders). 

RP Specific ID REQ-05.02.02 (SHR) 

Requirement ID 

Name 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

AIC-REQ-00087 

The CRRS shall allow analytical capabilities on the anomaly detection 

levels for the risk profiles (i.e., "valid", "non-valid", commonly agreed with 

the stakeholders). 

The CRRS shall provide analytical capabilities to allow to render and 

merge data from all CBS (EES, ETIAS, VIS, EURODAC, ECRIS TCN, VIS 

and SIS 11) and set up different labels such as "valid" or "non-valid" (or as 

agreed among eu-Lisa's stakeholders) for a particular risk profile. 

Proposed 

01 : AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01 : N/A 

labels; risk; profi le 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All t he lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of this stakeholder 

requirement is fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 
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9.5.2.15 REQ-05.02.03 (SHR): The CRRS shall allow a precise definition of the analysis t ime-

interval (e.g., 6-months or less) for the ex-post assessment analysis. 

RP Specific ID REQ-05.02.03 (SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

AIC-REQ-00086 

The CRRS shall allow a precise definition of the analysis time-interval 

(e.g., 6-months or less) for the ex-post assessment analysis. 

The CRRS shall provide analytical capabilities to allow to perform t ime­

interval analysis of 6 month or as agreed among eu-LISA stakeholders 

for the purpose of producing ex-post assessments. 

Proposed 

01 : AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01 : N/A 

time; interval; ex-post assessment 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 
and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 
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9.6 RP.06 Virtual assistance to provide guidance on certain activities. 

9.6.1 Business Requirements (RP.06) 

9.6.1.1 REQ-06.01 (BR): The CRRS shall allow the competent authorities of Member States, the 

Commission, eu-LISA and the ETIAS Central Unit to obtain customisable reports and statistics. 

RP Specific ID REQ-06.01 (BR) 

Requirement ID 

Name 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

AIC-REQ-00013 

The CRRS shall allow the competent authorities of Member States, the 

Commission, eu-LISA and the ETIAS Central Unit to obtain customisable 

reports and statistics. 

The CRRS shall allow the competent authorities of Member States, the 
Commission, eu-LISA and the ETIAS Central Unit to obtain customisable 

reports and statistics, to support the implementation of the ETIAS 

screening rules, to improve the assessment of the security, illegal 

immigration and high epidemic risks, to enhance the efficiency of border 

checks and to help the ETIAS Central Unit and the ETIAS National Units 
process travel authorisation applications. 

Proposed 

01: 02018R1240-20210803 ETIAS REG 

01: Art. 84(2) 

authorities; customisable; reports; ETIAS; FRONTEX 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 
and validated/tested, AND the description of this business requirement 
is fulfilled, and it becomes 'true'. 
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RP Specific ID REQ-06.01 (BR) 

Sector (BRMS) Business Relations Management Sector 

9.6.2 Stakeholder Requirements (RP.06) 

9.6.2.1 REQ-06.01 .01 (SHR): The CRRS shall provide a catalogue of reports. 

RP Specific ID REQ-06.01 .01 (SHR) 

Requirement ID 

Name 

Description 

Status 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Acceptance criteria 

guideline 

AIC-REQ-00031 

The CRRS shall provide a catalogue of reports. 

The CRRS shall provide a catalogue of reports. It shall be possible to 

request new reports or changes to existing ones following and in 

accordance with eu-LISA change management policy. 

Proposed 

01: 32021R2223-20210930 Operation of CRRS supplementing 

2019/817 _DA 

01: 32021R2222-20210930 Operation of CRRS supplementing 

2019/818 DA 

01: Art. 2(8} 

02: Art. 2(8} 

catalogue; reports; request; new; changes 

Should Have 

CR RS/Uptake 

CRRS/Platform Management 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 
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RP Specific ID REQ-06.01 .01 (SHR) 

Sector 

and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.6.2.2 REQ-06.01 .02 (SHR): The CRRS shall include a precise definition on the text data format used 

as input for the chatbot. 

RP Specific ID REQ-06.01 .02 (SHR) 

Requirement ID 

Name 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Acceptance criteria 

guideline 

AIC-REQ-00089 

The CRRS shall include a precise definition on the text data format used 

as input for t he chatbot. 

The CRRS shall provide analytical capabilities to allow to analyse 

message sent to ETIAS chatbot t hrough Natural Language 

Understanding to provide support and to improve critical business 

processes when and as required. 

Proposed 

01 : AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01 : N/A 

text; data; chatbot; guidance; processes 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All t he lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of t his stakeholder 
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RP Specific ID REQ-06.01 .02 (SHR) 

requirement is fulfilled and it becomes 'true'. 

Sector (BRMS) Business Relations Management Sector 

9.6.2.3 REQ-06.01 .03 (SHR): The CRRS shall provide a virtual assistant that contemplates all ways a 

conversation can go. 

RP Specific ID REQ-06.01 .03 (SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

AIC-REQ-00094 

The CRRS shall provide a virtual assistant t hat contemplates all ways a 

conversation can go. 

The CRRS shall provide analytical capabilities to allow a virtual assistant 

to contemplate all ways a conversation can take place. 

Proposed 

01 : AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01 : N/A 

language; variants; virtual assistant; conversation 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All t he lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 
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RP Specific ID REQ-06.01 .03 (SHR) 

Sector (BRMS) Business Relations Management Sector 

9.6.2.4 REQ-06.01 .04 (SHR): The CRRS shall include different variants of requests that are similar, and 

other variants that can be treated differently. 

RP Specific ID REQ-06.01 .04 (SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

AIC-REQ-00093 

The CRRS shall include different variants of requests that are similar, 

and other variants that can be treated differently. 

The CRRS shall allow analytical capabilities to separate variants of 

requests from similar to different so that it can perform the purpose that 

for which it was built . 

Proposed 

01: AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01:N/A 

language; variants 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All t he lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 

and validated/ tested, AND the description of this stakeholder 

requirement is fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 
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9.6.2.5 REQ-06.01 .05 (SHR): The CRRS shall include a precise definition of the required answers/ 

actions that need to be extracted through the virtual assistant/ chatbot tool. 

RP Specific ID REQ-06.01 .05 (SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

AIC-REQ-00092 

The CRRS shall include a precise definition of the required answers/ 

actions that need to be extracted through the virtual assistant/ chatbot 

tool. 

The CRRS shall allow analytical capabilities to provide a precise 

definition of the answers to achieve the purpose that for which it was 

built. 

Proposed 

01 : AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01 : N/A 

language; definition; answers 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 
and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 
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9.6.2.6 REQ-06.01 .06 (SHR): The CRRS shall include a precise definition of the questions that need to 

be learned via the Al technologies. 

RP Specific ID REQ-06.01 .06 (SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

AIC-REQ-00091 

The CRRS shall include a precise definition of the questions that need 

to be learned via the Al technologies. 

The CRRS shall allow analytical capabilities to provide a precise 

definition of the questions to achieve the purpose that for which it was 

built. 

Proposed 

01: AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01:N/A 

language; definition; questions 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of t his stakeholder 

requirement is fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 
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9.6.2.7 REQ-06.01 .07 (SHR): The CRRS shall include a precise definition on the coding language and 

required packages/libraries. 

RP Specific ID REQ-06.01 .07 (SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

AIC-REQ-00090 

The CRRS shall include a precise definition on the coding language and 

required packages/libraries. 

The CRRS shall provide analytical capabilities to allow to apply the 

required coding and packages or libraries to achieve the purpose that 

for which it was built. 

Proposed 

01: AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01:N/A 

language; coding; libraries 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 

and validated/ tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 
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9.7 RP.07 Verification process when a hit takes place. 

9.7.1 Business Requirements (RP.07) 

9.7.1.1 REQ-07.01 (BR): The ETIAS CS shall compare personal data to specific risk indicators to identify 

hit(s). 

RP Specific ID REQ-07.01 (BR) 

Requirement ID 

Name 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

AIC-REQ-00021 

The ETIAS CS shall compare personal data to specific risk indicators to 

identify hit(s). 

The ETIAS CS shall compare relevant personal data provided by the 

applicant in the application form* to the specific risk indicators, 

established by the ETIAS CU. 

* 
(a) surname (family name), first name(s) (given nam e(s)), surname at 

birth; date of birth, place of birth, sex, current nationality; 

(b) country of birth, first name(s) of the parents of the applicant; 

(c) other nationalities, if any; 

(d) the applicants home address or, if not available, his or her city and 

country of residence; 

(e) education (primary, secondary, higher or none); 

(f) current occupation Gob group). 

Accepted 

01: 02018R1240-20210803 ETIAS REG 

02: 02019R0817-20210803 Interoperability Visa Borders REG v1 

01: Art. 20(5) 

ETIAS CS; automated processing; compare; personal data; application 

form; veri fy; hit; risk indicators 

Must have 

ETIAS/ Automated Processing 

eu-LISA Business Analyst 

(Lot1 Contractor) 
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RP Specific ID REQ-07.01 (BR) 

Final approver 

Acceptance criteria 

guideline 

Sector 

eu-LISA Programme Manager 

Lower-level related requirements have been realised and the description 

of the business requirement has been fulf illed and becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.7.2 Stakeholder Requirements (RP.07) 

9.7.2.1 REQ-07.01 .01 (SHR): The CRRS shall ensure enough historical data to support human decision­

making during verification process on hits. 

RP Specific ID REQ-07 .01 .01 (SHR) 

Requirement ID 

Name 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

AIC-REQ-00097 

The CRRS shall ensure enough historical data to support human 

decision-making during verification process on hits. 

The CRRS will execute its analytical capabilities to support human 

decision-making during verification process on hits when enough data 

is available from all CBS (EES, ETIAS, VIS, EURODAC, ECRIS TCN, VIS 

and SIS II}. 

Proposed 

01: AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01:N/A 

information; CBS; processes; hit 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

Version: Final Date: 14/ 11 /2022 



PUBLIC 

[AI-CRRS] SC05-016 - AI N CRRS IN THE CONTEXT OF ETIAS AND REVISED VIS FINAL REPORT- 244/279 

RP Specific ID REQ-07.01 .01 (SHR) 

Final approver 

Sector 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 
and validated/tested, AND the description of this stakeholder 

requirement is fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.7.2.2 REQ-07.01 .02 (SHR): The CRRS will include anomaly detection levels corresponding to the 

ETIAS risk profiles and as agreed among eu-LISA's stakeholders. 

RP Specific ID REQ-07.01 .02 (SHR) 

Requirement ID 

Name 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

AIC-REQ-00096 

The CRRS will include anomaly detection levels corresponding to the 

ETIAS risk profiles and as agreed among eu-LISA's stakeholders. 

The CRRS shall provide analytical capabilities to allow to generate 

Machine Learning-based models on the characteristics of the risk 
profiles likely to produce hits and no hits, and label them as "hit­

candidates"/"no hit candidates" respectively. 

Proposed 

01: AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01:N/A 

ETIAS CU; anomaly; detection; attributes; hit; no hit 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 
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RP Specific ID REQ-07.01 .02 (SHR) 

Final approver 

Sector 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 

and validated/tested, AND the description of this stakeholder 

requirement is fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.7.2.3 REQ-07.01 .03 (SHR): The CRRS shall include a precise definition of the historical analysis t ime­

window for hit classification. 

RP Specific ID REQ-07.01 .03 (SHR) 

Requirement ID 

Name 

Description 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

AIC-REQ-00095 

The CRRS shall include a precise definition of the historical analysis 

time-window for hit classification. 

The CRRS shall provide analytical capabilit ies to allow to implement 

Model Training on historical data of corresponding risk profiles to help 

ident ify and learn "hit " and "no hit" values. 

Proposed 

01: AI-CRRS-E1-SC05-002_-_Al_in_CRRS_lnterim_Report_00_00_01 

01:N/A 

attributes; hit; no hit; risk profile; model training 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 
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RP Specific ID REQ-07.01 .03 (SHR) 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 
and validated/tested, AND the description of this stakeholder 

requirement is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 
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9.8 RP.SO Reusable requirements. 

9.8.1 Business Requirements (RP.50) 

9.8.1.1 REQ-50.01 (BR): The CRRS shall not receive or process any personal data that could allow 

discrimination against persons on any grounds or violating human dignity, integrity and fundamental 

rights. 

RP Specific ID REQ-50.01 (BR) 

Requirement ID 

Name 

Status 

Keywords 

AIC-REQ-00019 

The CRRS shall not receive or process any personal data that could 

allow discrimination against persons on any grounds or violating human 

dignity, integrity and fundamental rights. 

The CRRS processing of personal data by any user shall not result in 

discrimination against third-country nationals on the grounds of sex, 

race, colour, ethnic or social origin, genetic features, language, religion 

or belief, political or any other opinion, membership of a national 

minority, property, birth, disability, age or sexual orientation. 

It shall fully respect human dignity and integrity and fundamental rights, 

including the right to respect for one's private life and to the protection 

of personal data. Particular attention shall be paid to children, the elderly 

and persons with a disability. The best interests of the child shall be a 

primary consideration. 

Proposed 

01: 02019R0817-20210803 10 Visa Borders REG v1 

02: 02019R0818-20210803 10 LEA Immigration REG v1 

03: 02006R1987-20201228 SIS 

04: 02017R2226-20210803 EES 

05: 02018R1240-20210803 ETIAS 

06: 32021R1134-20210713 VIS 

07: 02019R0816-20210803 ECRIS-TCN 

01: Art. 5 

02: Art. 5 

03: Art. 40, 60(15), 61 (13) 

04: Art. 63(1 ), 63(2) 

05: Art. 14 

06: Art. 45a(1 ), 45a(2) 

07: Art. 32(1 ), 32(2) 

data management; processing; personal; discrimination; sex; race; 

colour; ethnic; origin; genetic feature; language; religion; belief; political; 
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RP Specific ID REQ-50.01 (BR) 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

minority; disability; age; children; SIS; Eurodac; ECRIS-TCN; EES; VIS; 

ETIAS; CIR; MID; sBMS; ESP 

Must have 

CRRS 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of this business requirement 

is fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.8.1.2 REQ-50.02 (BR): The CRRS shall adhere to the detailed rules laid down in the Commission 

Delegated Regulation on the operation of the CRRS 

RP Specific ID REQ-50.02 (BR) 

Requirement ID 

Name 

AIC-REQ-00020 

The CRRS shall adhere to the detailed rules laid down in t he Commission 

Delegated Regulation on t he operation of the CRRS. 

The CRRS shall adhere to the detailed rules laid down in t he Commission 

Delegated Regulation on the operation of the CRRS related to the EES, 

SIS, ETIAS, ECRIS-TCN, VIS, Eurodac and 10 components, including the 

specific saf eguards for the processing of personal data and security 

rules applicable to the repository. The Commission Delegated 

Regulation includes details on: 

- The information needed for reporting and statistics, 

- The data repository and reporting tool, 

- The extraction of the information, 

- The anonymisation tool, 

- The access to t he CRRS, 

- The data processor. 
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RP Specific ID REQ-50.02 (BR) 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

Proposed 

01 : 02019R0817-2021 0803 Interoperability Visa Borders REG v1 

02: 02019R0818-20210803 Interoperability LEA Immigration REG v1 

01 : Art. 39(5) 

02: Art. 39(5) 

data management; operation; rules; safeguards; processing security; 

operations; rules; CBSs; EES; SIS; ETIAS; ECRIS-TCN; VIS; Eurodac; 

Must have 

CRRS/Data Management 

eu-LISA Business Analyst 

(Lot1 Contractor) 

eu-LISA Programme Manager 

All t he lower-level related requirements (e.g., SHR and/or FR and/or 

NFR/SEC connected in the hierarchy t ree structure) have been realised 

and validated/tested, AND the description of this business requirement 

is fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.8.2 Stakeholder Requirements (RP.SO) 

9.8.2.1 REQ-50.00.01 (SHR): The Al technology shall consider the exist ing technological and 

architectural landscape in eu-LISA. 

RP Specific ID REQ-50.00.01 (SHR) 

Requirement ID 

Name 

Description 

AIC-REQ-00072 

The Al technology shall consider the existing technological and 

architectural landscape in eu-LISA. 

The Al technology shall consider the existing and future technological 

and architectural landscape in eu-LISA. The Al technology should be 
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RP Specific ID REQ-50.00.01 (SHR) 

Status 

Source 

Rationale 

Keywords 

Priority 

Target/ Sub target 

Internal owner 

External owner 

Final approver 

Sector 

aligned with roadmap for the following years. 

Proposed 

01: AI-CRRS_MoM_ Technical Workshop_ 13052022.docx 

01: Topic 4 

Al; technology; COTS; landscape; roadmap 

Must Have 

CRRS/ETIAS 

eu-LISA Business Analyst 

(Lot1 Consultant) 

eu-LISA Programme Manager 

All the lower-level related requirements (e.g. SHR and/or FR and/or 

NFR/SEC connected in the hierarchy tree structure) have been realised 

and validated/tested, AND the description of this business requirement 

is fully fulfilled and it becomes 'true'. 

(BRMS) Business Relations Management Sector 

9.8.2.2 REQ-50.00.02 (SHR): The Al technology shall be implemented by means of Open-Source 

solution(s). 

RP Specific ID REQ-50.00.02 (SHR) 

Requirement ID 

Name 

Description 

AIC-REQ-00071 

The Al technology shall be implemented by means of Open-Source 

solution(s). 

The Al technology shall not include development or tailor-made 

solutions, it shall be implemented by means of Open-Source solution(s). 
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Figure 62. Machine Learning Lifecycle 

  

Therefore, in the next steps of our Analysis and particularly in Phase 3, we investigate in further detail all the above-
mentioned action points and propose the optimal ML/AI solutions and tools for the individual BUCs. Concluding, 
within the next Chapters of this report, we provide the complete analysis of the AI methodologies that are exploited 
in this study applying on the individual BUCs.  
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